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ABSTRACT

This study introduces a novel attention-guided Discrete Wavelet Transform (DWT)-based steganography framework, named
Attention-Guided Feature Perturbation (AGFP), which integrates deep visual attention maps with transform-domain embedding
to enhance imperceptibility, robustness, and steganalysis resistance. Unlike recent deep-learning-based steganographic systems
such as iSCMIS, JARS-Net, and RMSteg, which achieve high visual fidelity but are susceptible to statistical detection, AGFP
perturbs only those wavelet coefficients that are identified as perceptually and statistically stable by attention mechanisms
extracted from pre-trained CNN models (VGG19, ResNet50, AlexNet, and GoogLeNet). The proposed method is evaluated on the
USC-SIPI dataset and the BOSSBase 1.01 benchmark. Experimental results show that AGFP achieves PSNR values between 64.29
and 55.43 dB and SSIM scores between 0.9999 and 0.9989 across varying payloads, indicating consistently high visual quality. While
iSCMIS reports slightly higher PSNR and SSIM values, AGFP significantly outperforms all compared methods in bit error rate
(BER)—achieving 0.01-0.12, compared to 0.45-0.47 for iSCMIS, 0.31-0.37 for RMSteg, and 0.57-0.75 for JARS-Net. Furthermore,
AGFP attains the lowest RS, SPA, and SRM steganalysis detection scores among both classical and deep-learning-based systems.
These results confirm that AGFP offers a more balanced and secure steganographic solution, combining high imperceptibility with
substantially enhanced robustness and detectability resistance, positioning it as a strong alternative to recent deep-learning-based
steganographic frameworks.

1 | Introduction Image steganography works by inserting concealed data into pic-

tures, taking advantage of how the human eye perceives things,

In the modern digital world, protecting confidential information
during transfer is a key issue for people and businesses alike.
While the internet and similar tools enable quick sharing of
data, they also heighten the chances of unauthorised interference.
Steganography has become a crucial method for secret messaging
in response. Different from encryption, which protects the mes-
sage content, steganography hides the fact that a message exists
at all, reducing the likelihood of it being noticed by threats.

so changes go unnoticed. Classic approaches function either in
the direct pixel space or in transformed versions. Pixel-based
methods, like changing the Least Significant Bit (LSB) [1], are
straightforward and speedy but easily spotted by statistical analy-
sis [2, 3]. Methods using transformations, such as Discrete Cosine
Transform (DCT) [4] or Discrete Wavelet Transform (DWT) [5],
provide better hiding by placing data in frequency parts. Still,
these can be vulnerable to advanced detection systems [3].
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Progress in deep learning has transformed image handling and
created fresh opportunities for steganography. Convolutional
Neural Networks (CNNs) excel at pulling out intricate details and
meaningful elements from visuals [6]. In particular, architectures
like VGG19 leverage deep stacked convolutions to capture hierar-
chical features, while ResNet50 introduces residual connections
to mitigate vanishing gradients, enabling deeper networks for
more accurate semantic understanding. Steganography powered
by deep learning seeks to outperform older methods in terms of
how much data it can hold, how invisible it is, and how tough it
is [7, 8]. Attention systems, first made famous in language tasks,
are now used more in visual work, helping models zero in on key
or safer parts of pictures [9, 10].

Here, we introduce Attention-Guided Feature Perturbation
(AGFP), a system that merges deep attention charts with a
strategy for embedding in the wavelet domain. Using maps from
trained CNN, it spots regions that are less sensitive both visually
and statistically. Then, in the DWT space, it tweaks specific
coefficients to insert the secret info. This strategy aims to find
a middle ground between hiding quality and strength, going
beyond the usual trade-offs.

While plenty of new research looks into deep learning for
steganography [11, 12], not as many explore attention integration,
particularly for boosting resistance to image changes. AGFP fills
this void by placing data in less critical areas while keeping high
visual standards and accurate recovery, even with attacks like
compression, noise, or filtering.

Despite their impressive visual performance, these deep-
learning-based methods often exhibit two notable limitations:

1. Detectability, as their embedding operations tend to produce
structured statistical patterns that can be detected by SRM-
based steganalysis.

2. Limited reliability, reflected in relatively high Bit Error Rates
(BER), particularly under compression or noise.

To address these challenges, this study introduces Attention-
Guided Feature Perturbation (AGFP), a hybrid steganographic
framework that integrates deep semantic attention with
transform-domain stability. Instead of relying on end-to-
end learnt embeddings, AGFP extracts attention maps from
pre-trained convolutional neural networks, specifically
VGG19, ResNet50, AlexNet, and GoogLeNet, to identify
perceptually significant yet statistically consistent regions.
These maps guide the perturbation of selected DWT coefficients,
enabling steganographic embedding in locations that minimise
detectability risks.

This design yields several key advantages:

* High imperceptibility: AGFP achieves consistently strong
visual quality with PSNR ranging from 64.29 to 55.43 dB and
SSIM ranging from 0.9999 to 0.9989, values competitive with
or close to state-of-the-art deep models.

* Low BER: Unlike many deep methods, AGFP maintains
BER values between 0.01 and 0.12, ensuring reliable message
extraction even under distortion.

* Superior steganalysis resistance: Due to its attention-guided
DWT embedding strategy, AGFP achieves the lowest RS, SPA,
and SRM detection scores among all tested classical and deep-
learning-based methods.

* Balanced performance relative to SOTA models: While mod-
ern deep steganography emphasises visual fidelity, AGFP
provides a more favourable overall trade-off between imper-
ceptibility, robustness, and undetectability.

In summary, AGFP bridges the gap between semantic modelling
and statistical stability by leveraging deep attention maps within a
DWT perturbation framework. Its strong empirical performance
demonstrates that attention-guided transform-domain embed-
ding can serve as a powerful and practical alternative to recent
deep-learning-based steganographic approaches.

The paper is organised as follows: Section 2 reviews existing
studies, covering traditional, deep learning, and attention-based
steganography. Section 3 explains the AGFP approach. Section 4
details the test setup. Section 5 shares results and comparisons.
Sections 6 and 7 wrap up and point to future ideas, respectively.

2 | Related Work

Over the years, image steganography has advanced considerably,
motivated by the rising demand for hidden and protected data
transmission. Methods in this area can typically be divided
into three primary groups: conventional ones using predefined
rules, contemporary ones powered by deep learning, and newer
ones that incorporate focus-enhancing techniques. This part
examines important techniques and the latest progress that lay
the groundwork for our proposed system.

2.1 | Classical Image Steganography Methods

Standard steganography approaches make use of extra space in
digital pictures and the boundaries of human sight to insert con-
fidential messages without obvious alterations. These are mainly
split into direct pixel changes and frequency-based alterations.

2.1.1 | Spatial Domain Methods

In spatial methods, pixel colours are adjusted directly to insert
information. The classic Least Significant Bit (LSB) method [1]
swaps the smallest bits in certain pixels with hidden bits. Though
easy to implement and quick, it can be easily spotted by stats-
focused detection [2, 3]. Improvements like LSB Matching [1] and
scattered LSB insertion [2] try to boost protection by spreading
changes more randomly, but they still face risks from tools such
as chi-square tests or RS checks [3].

Pixel Value Differencing (PVD) [13] adjusts insertion according
to gaps between nearby pixels, placing more bits in textured spots
for better blending. Exploiting Modification Direction (EMD) [14]
alters pixel clusters to reduce noticeable effects and raise storage.
Histogram Shifting (HS) [15] shifts colour distributions to open
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up slots for data, providing low changes and the ability to reverse,
though with smaller space than others.

Even though useful for basic needs, these pixel-based ways are
frequently uncovered by cutting-edge detection systems [16, 17],
leading to the rise of frequency methods.

2.1.2 | Transform Domain Methods

Frequency methods place data in an image’s wave parts, giving
better hiding and strength. Discrete Cosine Transform (DCT) [4]
is popular for JPEG hiding, putting bits in middle waves to handle
squeezing losses. DWT [5] splits pictures into various detail layers,
hiding fine parts that match human vision [5].

DWT systems often pair with Singular Value Decomposition
(SVD) [18] or edge-focused transforms [19] to expand room and
toughness. Discrete Fourier Transform (DFT) [20] is sometimes
applied for angle shifts but isn’t as widespread because of
processing demands.

Although frequency methods do better than pixel ones against
issues like squeezing and interference, they need more computing
power and might still get caught by smart detection [21, 22].

2.2 | Deep Learning-Based Image Steganography

Deep learning has transformed steganography by making inser-
tion choices automatic and adjusting to threats. Networks like
CNNs and GANS create strong, flexible hiding setups [23, 24].

GAN-driven hiding [25] uses a creator to insert secrets and
a checker to keep the picture looking real, lowering spotting
chances [26]. Detailed overviews [7, 8, 11, 27-29] show that deep
learning beats old ways in storage, unnoticeability, and defence
against checks.

Still, lots of deep methods don’t make full use of certain picture
traits or handle real-world changes well, spots where focus tools
can add big gains.

2.3 | Attention Mechanisms in Steganography

Recent advancements in deep learning steganography continue to
push the boundaries of imperceptibility and robustness, particu-
larly by integrating complex attention and optimisation modules.
For instance, iSCMIS (Spatial-Channel Attention Based Deep
Invertible Network) [30] leverages a spatial-channel attention
mechanism to finely control the embedding process across fea-
ture maps, achieving high PSNR and capacity balance. Similarly,
the JARS-Net (Joint Adaptive Robust Steganography Network)
[31] focuses on optimising a joint loss function for both visual
quality and robustness against common attacks like filtering and
noise. Looking forward, methods like RMSteg (Robust Message
Embedding via Attention Flow-Based Steganography) [32] utilise
advanced attention flow modules to ensure message bits are
embedded in highly stable, perceptually redundant regions, often
benchmarking on frequency-domain datasets like BOSSBase.

Although deep models such as iSCMIS report high PSNR and
SSIM values due to their invertible architectures and joint recon-
struction objectives, these designs often cause stronger statistical
footprints in the spatial and frequency domains. As shown in
recent studies, these footprints make such networks more vul-
nerable to RS, SPA, and SRM-based steganalysis, especially when
payload increases. JARS-Net and RMSteg improve robustness
under distortions such as JPEG compression or re-photographing,
yet their steganalysis resistance remains limited in comparison to
transform-domain approaches.

In contrast, the proposed AGFP method benefits from DWT-
domain feature perturbation guided by deep semantic attention,
resulting in significantly lower detectability while maintaining
high visual quality. This positions AGFP as a hybrid strategy
that retains the strengths of deep attention mechanisms without
compromising statistical invisibility.

Focus tools, first created for sequence models [33], let systems
highlight key elements. In visuals, add-ons like Squeeze-and-
Excitation (SE) [34] and CBAM [35] improve trait picking. Vision
Transformers (ViT) [36] extend focus to picture tasks.

For steganography, focus tools direct insertion to visually or stats-
wise safer spots [10, 12, 37, 38]. Such ways boost strength and
picture standards. Our AGFP builds on this by merging focus with
DWT insertion for top results in safe picture hiding.

3 | Proposed Method

In this section, we describe the proposed Attention-Guided
Feature-based Pixel selection (AGFP) steganographic method,
which integrates deep learning-based attention mechanisms
with a transform-domain embedding strategy. The framework
consists of four major stages: (1) attention map generation
using deep convolutional neural networks, (2) secure pixel
selection guided by attention, (3) adaptive data embedding
in the DWT domain using controlled perturbation of wavelet
coefficients, and (4) performance evaluation and robustness
testing.

3.1 | Overview of the AGFP Framework

Given a greyscale cover image I € R¥*W and a binary secret
message S ={s;, S,, :-+,5.}, where s; € {0, 1}, the objective is
to generate a stego image I, that embeds the message while
preserving visual fidelity and statistical invisibility.

Formally, we define an embedding function e(I, S, P) — I, where
P ={(x;,y))}, is the set of selected pixel coordinates. The inverse
function D(I,, I, P) = S recovers the message using both the
original image and embedding positions.

The embedding process is guided by semantic attention maps
A, generated from pre-trained deep networks. These maps help
locate regions that are perceptually less sensitive and statistically
safer for modification. The illustration of the overall framework
and the pseudocode are given in Figure 1 and Algorithm 1,
respectively.
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FIGURE 1 | AGFP architecture.

ALGORITHM 1 | Pseudocode of the embedding process.

Input: Cover image C, Secret message M, Pretrained CNN's
Output: Stego image S
1. A = GenerateAttentionMap(C)
2. B = ApplyOtsuThreshold(A)
3. B’ = B & ~Edges(C)
4. P = UniformSample(B’, len(M))
5. For each (%, y), m in zip(P, M):
B_xy = GetBlock(C, x, y)
HL = DWT(B_xy).HL
alpha =lambda * (1 - A[x,y]) * std(B_xy)
HL' = HL + alpha * 2m - 1)
B_xy’ = InverseDWT(..., HL/, ...)
C = ReplaceBlock(C, B_xy’)
6. Return S=C

3.2 | Attention Map Generation

We employ four pre-trained networks: VGG19, AlexNet,
ResNet50, and GoogLeNet. Each network contributes uniquely
to attention map quality due to its architectural design:

VGG19: Its deep stack of 3 x 3 convolutions (19 layers) excels
in capturing hierarchical semantic features, leading to attention
maps with high spatial resolution. Mathematically, the feature
extraction can be modelled as a sequence of convolutions: f;, =
o(W, x f,_; + b)), where deeper [ yields more abstract features,
reducing variance in attention maps by 15 — 20% compared to
shallower networks (empirical from code simulations). This con-
tributes to better low-attention region identification, minimising
perceptual distortion.

AlexNet: As a pioneering CNN with eight layers and large
kernels (11 x 11 initial), it provides efficient computation for
broad feature capture. Its contribution lies in fast gradient com-
putation, enabling real-time attention map generation. The ReLU
activation o(max(0, x)) enhances non-linearity, improving map
contrast by increasing the dynamic range of activations.

ResNet50: Residual blocks f; = f;_; + F(f,_;, W) mitigate van-
ishing gradients, allowing 50 layers for robust feature learning
under noise. This structure contributes to embedding robustness,
as attention maps from ResNet50 show lower BER (e.g., 0.0178
in Baboon image) by focusing on stable regions, mathematically
supported by reduced loss variance: o2(A4) = % 2, (A - ,u)z,

where ResNet’s residuals lower o2(A) by stabilising training.

GoogLeNet: Inception modules aggregate multi-scale features
via parallel convolutions (1x1, 3Xx3, 5x5), enhancing
attention map diversity. This leads to superior multi-
resolution analysis, contributing to lower SRM scores (e.g.,
20.41 in Baboon). Mathematically, the inception output is
f = concat(conv,(f),convs(f),convs(f)), increasing feature
dimensionality and map accuracy by capturing varied scales.

For a given network N and input image I, we extract activation
maps from a selected layer L, and compute a spatial attention
map:

C
Ay =35 YF, 600 M

where, F; ; (x, y,c)is the activation of channel ¢ at location (x, y)
in layer L;, C is the number of channels, and A € [0, 1]HXW i
normalised using min-max scaling.

S

To quantify network contributions, we introduce a semantic vari-
ance metric: SV = o2(u,., A.), where higher SV indicates better
semantic discrimination. From simulations, VGG19, ResNet50,
AlexNet, and GoogLeNet yield SV s, 0.12, 0.15, 0.10, 0.14,
confirming their differential impacts.

Then, a binary mask M is created via Otsu thresholding:

1 ifAG) 2T
0 otherwise

M (x,y) = { @)

where T is the global threshold selected by Otsu’s method.

The coordinates (x;, y;) for which M (x;,y;) =1 from the
candidate pixels for embedding.

We can denote the full set of available coordinates as:

Poaia = {(x,¥) IM (x,y) = 1 A padding conditions satis fied}
3)
The selection of layer L, is crucial. Shallow layers retain spa-
tial precision, while deeper layers provide stronger semantic
guidance. We adopt mid-to-deep layers (e.g., conv5_4 in VGG19,
inception_5b-output in GoogLeNet) to achieve a balance between
spatial localization and semantic awareness.

3.3 | Safe Pixel Selection

To reduce perceptual distortion and avoid edge artefacts, a subset
P ={(x;,y)} L, is sampled uniformly from P,;;,, where:

P ngalid’ |P| =L (4)
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The total number of selected pixels equals the message length L,
and only those within valid neighbourhood boundaries are used
to ensure local DWT embedding. This sampling strategy ensures
embedding is restricted to semantically safe and perceptually
stable zones.

3.4 | Adaptive DWT-Based Embedding With
Perturbation

Each bits; is embedded by modifying the vertical detail coefficient
¢y of the 2 X 2 block B; centered at the pixel (x;, ¥;). Let the block
B, € R?*2 be:

Bi=Ilyi—1:y,x—1:x] (5)
We perform Haar wavelet decomposition:
[CA’CH!CV’CD] =DWT2 (Bz) (6)

Then, we adaptively modify c,, using a controlled perturbation
based on the secret bit:

c,=cy+a-8-(2s;,—1), 5, €{0, 1} (7)

where « is the embedding strength, § is a scaling factor deter-
mined by the network (§ = 0.1), and (2s; — 1) € {-1,+1} maps
bits to sign.

This modification acts as a localised perturbation in the wavelet
domain, minimally altering the cover image while ensuring
recoverability.

Then, the inverse DWT reconstructs the modified block Bi’ , which
replaces the original in I, forming the stego image I,.

B] =IDWT2 (c4, ¢y, c)ycp) ®)

I [Yi—13y1‘,xi—13xi]=B£ 9

Additionally, the perturbation introduced during the embed-
ding process is carefully constrained to maintain the statistical
properties of the wavelet sub-bands.

-8 <e (10)

where ¢ is the perceptual threshold. Since natural images have
characteristic coefficient distributions in the DWT domain, par-
ticularly in the vertical detail c,, our controlled perturbation
ensures that the modification remains within statistical noise
margins. This not only enhances visual imperceptibility but also
significantly reduces detectability by modern steganalysis tools
such as SRM-based classifiers.

The DWT embedding operation is depicted in Figure 2.

3.5 | Data Extraction

The goal of the extraction process is to reliably recover the
embedded message bits § = {S,,5,,...,S,} from the stego image

Cover ‘
Image ; ’ -
Stego
Image
Extract Extract Extract
2x2 [ *|2x2Blocks| ] 2x2
Blocks Blocks
l. v .
Haar cV
: DWT : to Bit
v
Inverse Inverse
DWT DWT 3
T 1 Secret
Place Place Bits
Modified Modified
Blocks Blocks
(Secret Bit1, Increase) (Secret Bit.3, Deres

FIGURE 2 | DWT perturbation schematic.

I, using the original image I and the known embedding locations
P ={(x;,y)} ,-L=1~

For each embedding location (x;, y;) € P the following steps are
performed:

* 2D Haar Wavelet Transform
Extract 2 X 2 blocks from both stego and original images:

BY=1I [y,-1:y, x-1:x],

L

Bz@ =I[yi—-1:y,x-1:x] 1
Apply 2D DWT to both:

[cﬁf), @ 9, cg>] = DWT2 (BE”) 12)

[cg’), <@, ), cg’)] = DWT2 <Bf°)> (13)

* Difference Computation

Ve, = cs) - CE/O) 14)
* Decision Rule (Bit Recovery)
§{1, if Ve, > T as)

‘10, otherwise

where T ~ 10~ is a small threshold to suppress floating-point
rounding noise.

4 | Experimental Setup

To assess the effectiveness of the Attention-Guided Feature
Perturbation (AGFP) framework, we conducted a series of exper-
iments designed to evaluate its performance against established
steganographic techniques. The testing environment was care-
fully configured to ensure consistent and reproducible results
across various conditions.
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FIGURE 3 | Sample images from the datasets used in simulations.

4.1 | Dataset and Preprocessing

We utilised a diverse set of images sourced from publicly available
datasets, including the USC-SIPI [39] and BOSSBase Image
Datasets [40] and the BOSSBase dataset, which are commonly
used in steganography research. The inclusion of the BOSSBase
dataset is critical for benchmarking AGFP against current state-
of-the-art deep learning methods, which often prioritise statistical
security in the frequency domain. These datasets contain images
of varying resolutions, textures, and content types, such as natural
scenes, portraits, and synthetic visuals. All images (Figure 3) were
converted to greyscale and standardised to a resolution of 512 x 512
pixels to maintain uniformity. Secret messages, ranging from 0.1
to 1.0 bits per pixel (bpp), were randomly generated binary strings
to simulate different payload sizes.

4.2 | Implementation Details

The AGFP framework was implemented using Python with the
PyTorch library for deep learning components. Pretrained convo-
lutional neural networks, specifically ResNet-50, were employed
to generate attention maps for identifying embedding regions.
The DWT was applied using the Haar wavelet, decomposing
images into four subbands (LL, LH, HL, HH). Data embedding
was performed by perturbing coefficients in the high-frequency
subbands (LH, HL, HH) based on attention map guidance. The
embedding process was optimised to minimise visual distortion
while maximising data recovery accuracy.

4.3 | Comparative Methods

To thoroughly evaluate the performance of the proposed AGFP
framework, we benchmarked it against both classical steganog-
raphy techniques and recent state-of-the-art deep learning-based
methods. This expanded comparison allows for a more compre-
hensive assessment of AGFP’s imperceptibility, robustness, and
security in the context of modern steganographic advancements.

Five widely used traditional methods were included for baseline
comparison: Least Significant Bit (LSB), Pixel Value Differ-
encing (PVD), DWT-based embedding, Exploiting Modification
Direction (EMD), and HS.

These techniques are well-established in the literature and were
implemented following standard configurations as reported in
previous studies [1, 5, 13-15]. All methods were tested under
identical payload conditions and using the same image sets to
ensure fair evaluation.

To strengthen the experimental comparison and address reviewer
concerns, three high-impact and recently proposed neural-
network-based steganography models were incorporated:

iSCMIS [30]—Spatial-Channel Attention-Based Deep Invertible
Network—This method exploits invertible networks to recon-
struct images with minimal distortion, achieving high PSNR and
SSIM performance.

JARS-Net [31]—Joint Adaptive Robust Steganography Network—
Designed to enhance robustness against distortion and steganal-
ysis through joint adaptive feature learning.

RMSteg [32]—Attention Flow-Based Robust Message Embedding
—A cutting-edge framework with attention-flow modelling for
improved message durability under real-world perturbations.

These SOTA approaches represent the current landscape of deep
learning steganography and are essential for contextualising
the contribution of AGFP relative to the most recent academic
progress.

All classical and deep learning-based methods were evaluated
using:

* identical datasets (including BOSSBase, per reviewer request)
* identical payload ranges

* identical experimental conditions

This unified evaluation protocol ensures that comparative results
across classical, AGFP-based, and DL-based methods are consis-
tent, unbiased, and directly interpretable.

4.4 | Evaluation Metrics

Performance was evaluated using multiple metrics to capture
both visual quality and security. Visual quality was measured
using Peak Signal-to-Noise Ratio (PSNR) and Structural Sim-
ilarity Index (SSIM), which assess the perceptual similarity
between cover and stego images. Bit Error Rate (BER) was used
to evaluate the accuracy of extracted secret messages. Resis-
tance to steganalysis was tested using three detection methods:
Regular-Singular (RS) analysis, Sample Pair Analysis (SPA), and
Spatial Rich Model (SRM). Additionally, robustness was assessed
by applying common distortions, including JPEG compression
(quality factors 50, 75, and 90) and Gaussian noise (variance 0.01
to 0.1).

4.5 | Experimental Conditions

Experiments were conducted on a computing system equipped
with an NVIDIA RTX 3080 GPU, 32 GB RAM, and an Intel
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FIGURE 4 | PSNR performance comparison of various steganographic methods on Aeroplane, Baboon, and Boat images across embedding

capacities (1-5 Kbs).
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FIGURE 5 | PSNR performance comparison of various steganographic methods on Cameraman, Peppers, and Texture images across embedding

capacities (1-5 Kbs).

i7-10700K processor. Each test was repeated 100 times per
image and payload combination to account for variability in
random message embedding. Statistical significance of results
was analysed using paired t-tests with a confidence level of 95%.

5 | Simulation Results and Discussions

This section presents the outcomes of our experiments evalu-
ating the AGFP framework against established steganographic
techniques. Through a series of carefully designed tests, we
assessed AGFP’s performance in terms of visual quality, data
extraction accuracy, and resistance to detection and distortions.
The results highlight AGFP’s ability to balance high impercep-
tibility with robust security, offering insights into its advantages
over traditional methods across diverse image types and payload
conditions. Detailed comparisons and analyses are provided in
the following subsections, covering quantitative metrics and
qualitative observations.

5.1 | Visual Quality and Imperceptibility

The visual quality and imperceptibility of the proposed AGFP
framework were evaluated using PSNR and SSIM across nine
benchmark test images and payloads ranging from 1 to 5 Kb,
and the results clearly demonstrate the superiority of AGFP over
both classical and state-of-the-art steganographic approaches.
As shown in Tables 1-6 and Figures 4-6, AGFP consistently

maintains exceptionally high visual fidelity, with PSNR values
ranging from 64.29 to 55.43 dB and SSIM values between 0.9999
and 0.9989, indicating that the embedding-induced distortions
remain virtually imperceptible even under increased message
payloads. This stability is attributed to AGFP’s attention-guided
embedding strategy, which selectively perturbs wavelet coeffi-
cients identified by deep visual attention maps as statistically
stable and perceptually less sensitive, thereby minimising visual
artefacts and preserving both fine textures and global structural
integrity.

When compared with classical steganography methods, AGFP
exhibits a substantial improvement. Techniques such as LSB,
PVD, DWT, EMD, and HS generally achieve noticeably lower
PSNR values—typically between 40 and 53 dB—and SSIM scores
that decline considerably in images containing high-frequency or
textured regions, where these methods introduce locally disrup-
tive modifications. LSB’s PSNR values around 50-49 dB, PVD’s
further reduced range near 46-44 dB, and HS and EMD’s instabil-
ity at higher payloads all highlight the limitations of conventional
embedding schemes that lack any form of perceptual adaptivity.
Their degradation becomes more severe as payload increases,
confirming that manipulating pixels or coefficients without
semantic guidance leads to perceptually inconsistent artefacts.
By contrast, AGFP’s perceptual awareness through CNN-derived
attention maps enables it to achieve an improvement of approxi-
mately 8-15 dB over these classical approaches while maintaining
near-perfect structural similarity, demonstrating the efficacy of
embedding in statistically coherent DWT regions.
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FIGURE 6 |
Kbs).

To contextualise AGFP within modern steganography research,
we also compared it with three cutting-edge deep-learning-based
models: iSCMIS [30], JARS-Net [31], and RMSteg [32]. Among
these, iISCMIS achieves the highest raw imperceptibility, with
PSNR occasionally exceeding 70-72 dB and SSIM approaching
1.0000, due to its invertible reconstruction architecture. However,
despite achieving superior pixel-level fidelity, iISCMIS introduces
structured statistical patterns that become detectable by advanced
steganalysis tools, and it experiences significantly elevated bit
error rates as shown in later evaluations. In contrast, JARS-
Net and RMSteg exhibit far poorer imperceptibility performance;
JARS-Net’s PSNR values fall within the 34.70-23.43 dB range
and RMSteg’s within 30.56-22.95 dB, with corresponding SSIM
values dropping as low as 0.9126 and 0.8750, respectively, when
payload increases. Their stego images often exhibit distortions
that arise from perturbing deep feature representations without
explicit perceptual stability constraints. AGFP, on the other hand,
demonstrates markedly higher PSNR—exceeding these models
by 20-30 dB—and consistently stronger SSIM, highlighting its
superior ability to preserve the visual quality of the cover image.

AGFP’s advantage becomes even more apparent when consid-
ering the trade-off between imperceptibility, robustness, and
detectability. Although AGFP’s PSNR values are slightly lower
than those of iISCMIS, the difference is minimal (typically 2-
4 dB) and remains visually insignificant. Yet AGFP dramatically
outperforms iSCMIS in robustness and security: while iSCMIS
exhibits BER values of 0.45-0.47, RMSteg 0.31-0.37, and JARS-Net
0.57-0.75, AGFP achieves extremely low BER values of 0.01-
0.12, ensuring reliable message extraction even under distortion.
Additionally, AGFP attains the lowest RS, SPA, and SRM detec-
tion scores among all evaluated methods, confirming that its
attention-guided DWT perturbation strategy produces far fewer
statistically detectable artefacts than both classical methods and
deep-learning-based steganographic models.

In summary, AGFP achieves a highly favourable and practically
meaningful balance between visual imperceptibility, robustness,
and statistical invisibility. It outperforms all classical approaches
by a wide margin, exceeds modern deep-learning models such as
JARS-Net and RMSteg by substantial PSNR and SSIM margins,
and approaches the extremely high visual fidelity of iSCMIS
while decisively surpassing it in security and reliability. These
findings establish AGFP as a powerful and effective stegano-
graphic framework ideally suited for real-world applications

PSNR performance comparison of various steganographic methods on Tram, River, and View images across embedding capacities (1-5

where undetectability, data integrity, and visual quality must be
optimised simultaneously.

5.2 | Robustness Analysis via Bit Error Rate (BER)
The robustness of the proposed AGFP framework was evaluated
under varying payloads and multiple distortion scenarios by
analysing the BER generated during the extraction process. As
shown in Table 7, AGFP consistently achieves exceptionally
low BER values ranging from 0.01 to 0.12, regardless of image
content or payload. This demonstrates that the attention-guided
perturbation of DWT coefficients not only preserves image quality
but also ensures stable embedding that resists degradation under
typical signal distortions. In comparison, classical methods suffer
from significantly higher BER: LSB and PVD exhibit unstable
extraction performance due to their sensitivity to even moderate
perturbations, while DWT and EMD offer slightly improved
robustness but still produce BER values in the 0.21-0.51 range.
Histogram shifting similarly fails to maintain extraction reliabil-
ity at higher payloads, as its histogram modification mechanism
introduces cumulative distortions that impair message recovery.
These weaknesses reveal a fundamental limitation of classical
embedding approaches: their perturbations do not account for the
local statistical resilience of the embedding domain, making them
vulnerable to noise, filtering, and compression.

AGFP’s robustness advantage becomes even more pronounced
when compared with recent deep-learning-based steganographic
models. iISCMIS, despite delivering the highest PSNR and SSIM
values among all evaluated methods, suffers from remarkably
high BER values (0.45-0.47), indicating that its invertible neural
transformations lack stability under mild distortions. JARS-Net,
designed to improve robustness, paradoxically produces the worst
BER values in our experiments (0.57-0.75), reflecting its limited
resilience to variations in image structure. RMSteg, although
more stable than JARS-Net, still exhibits high BER (0.31-0.37),
revealing that attention flow and normalising flow architectures
remain sensitive to perturbations introduced during embedding
or channel distortions. The contrast with AGFP is substantial:
AGFP consistently outperforms all these deep-learning models
by margins of 4x to 10x lower BER, highlighting its superiority
in maintaining message reliability. This robustness stems from
AGFP’s design: by embedding only into attention-selected DWT
regions that are both semantically meaningful and statistically
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TABLE 7 | BER results for the Aeroplane, Baboon, Boat, Cameraman, Peppers, Texture, Tram, River, and View images.

Method Aeroplane Baboon Boat Cameraman  Peppers  Texture Tram  River View
AGFP-VGGI19 0.01 0.01 0.01 0.01 0.09 0.01 0.01 0.02 0.02
AGFP-AlexNet 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.05 0.05
AGFP-ResNet50 0.04 0.02 0.02 0.02 0.04 0.02 0.02 0.03 0.03
AGFP-GoogLeNet 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06 0.06
iSCMIS 0.46 0.47 0.47 0.45 0.46 0.45 0.45 0.46 0.45
JARS-Net 0.70 0.72 0.72 0.69 0.75 0.74 0.72 0.61 0.57
RMSteg 0.35 0.33 0.35 0.35 0.34 0.31 0.34 0.37 0.36
LSB 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
PVD 0.50 0.49 0.48 0.49 0.50 0.48 0.49 0.51 0.50
DWT 0.22 0.21 0.22 0.17 0.22 0.22 0.17 0.18 0.16
EMD 0.49 0.49 0.49 0.49 0.50 0.49 0.49 0.51 0.50
HstShift 0.51 0.50 0.49 0.49 0.51 0.49 0.50 0.51 0.50

stable, AGFP minimises the likelihood that distortions propagate
into the embedded information. Furthermore, DWT perturbation
inherently distributes modifications across frequency subbands
in a manner that is less affected by common distortions, allow-
ing AGFP to maintain reliable extraction where deep models
significantly degrade.

Overall, AGFP demonstrates a uniquely balanced robustness
profile, outperforming classical methods through perceptual
adaptivity and surpassing deep-learning models by avoiding
unstable feature-space embedding. These results establish AGFP
as a highly reliable steganographic framework suited for real-
world communication scenarios where message integrity is as
critical as imperceptibility.

5.3 | Steganalysis Resistance Evaluation

The steganalysis resistance of the proposed AGFP framework
was assessed using three widely recognised statistical detection
techniques: RS analysis, Sample Pair Analysis (SPA), and Spatial
Rich Models (SRM). As summarised in Table 8, AGFP achieves
the lowest detection scores among all evaluated classical and
deep-learning-based approaches, demonstrating its exceptional
ability to preserve the statistical characteristics of the cover image.
RS analysis reveals that AGFP’s embedding strategy produces
minimal changes in pairwise noise characteristics, while SPA
results confirm that AGFP’s perturbations do not introduce
the predictable modification patterns that typically arise in
embedding schemes lacking perceptual or statistical aware-
ness. SRM—considered one of the most powerful steganalysis
frameworks—further validates AGFP’s stealthiness, producing
significantly lower feature deviations than those observed in all
other methods tested.

Classical steganographic approaches struggle considerably under
steganalysis. LSB and PVD produce strong statistical footprints
due to their direct manipulation of pixel intensities, leading to
high RS and SPA detection rates. DWT, EMD, and HS perform

slightly better but still introduce detectable shifts in coefficient
distributions or histogram structures. Their failure to incorporate
semantic or attention-guided embedding results in perturbations
that disrupt natural image statistics, making them highly vul-
nerable to both classical and machine-learning-based detection
mechanisms.

Deep-learning-based steganography methods also show notable
weaknesses. Despite its superior visual quality, iSCMIS exhibits
clear statistical anomalies in RS and SRM analyses, as invertible
neural architectures often introduce non-natural correlations
across pixels and frequency components. JARS-Net and RMSteg
suffer even more severe detectability issues: both architectures
tend to apply dense embeddings across feature maps, generating
structured distortions that advanced steganalyzers easily capture.
Their resulting RS and SRM scores are significantly higher than
those of AGFP, indicating much greater detectability. This high-
lights a central paradox of recent deep-learning steganography:
optimising heavily for reconstruction quality often comes at the
cost of increased statistical visibility.

AGFP overcomes these limitations through its selective,
attention-driven approach. By embedding only in DWT
coefficients that exhibit both perceptual insignificance and
statistical stability, AGFP avoids producing detectable artefacts.
The distributed and frequency-aware nature of DWT perturbation
further reduces the risk of introducing structured patterns that
modern steganalyzers exploit. Consequently, AGFP achieves
the smallest statistical deviation across all three steganalysis
methods, demonstrating a level of stealth unmatched by both
classical methods and deep-learning-based frameworks.

In conclusion, AGFP provides a superior security profile by inte-
grating semantic attention with transform-domain embedding,
resulting in perturbations that are both visually imperceptible
and statistically inconspicuous. Its exceptionally low RS, SPA,
and SRM detection rates firmly establish AGFP as the most
secure steganographic method evaluated, meeting one of the core
requirements for practical and covert communication systems.
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Baboon Boat Cameraman Peppers Texture Tram River View
RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM RS SPA SRM

Aeroplane
0.10 6.83 19.73 0.03 9.46 20.41 0.06 9.39 24.89 0.12 7.51 26.69 0.22 54.77 138.84 0.32 18.33 52.64 0.07 10.36 26.83 0.03 4.54 12.66 0.11 6.65 20.64

0.10 6.84 19.73 0.03 9.45 20.41 0.06 9.58 24.88 0.12 7.48 26.67 0.22 54.76 138.84 0.32 18.33 52.64 0.07 10.37 26.82 0.03 4.51 12.64 0.10 6.65 20.63
0.10 6.84 19.73 0.03 9.46 20.41 0.06 9.59 24.89 0.11 7.53 26.68 0.22 54.77 138.84 0.32 18.33 52.64 0.07 10.32 26.82 0.02 4.55 12.65 0.12 6.59 20.63

Steganalysis results for Aeroplane, Baboon, Boat, Cameraman, Peppers, and Texture Images.

|
Method
AGFP-VGG19
AGFP-AlexNet

TABLE 8

AGFP-ResNet50

AGFP-GoogLeNet 0.10 6.84 19.73 0.03 9.46 20.41 0.06 9.59 24.89 0.12 7.47 26.67 0.22 54.77 138.84 0.32 18.33 52.64 0.08 10.32 26.83 0.03 4.52 12.65 0.12 6.57 20.61

iSCMIS

0.10 6.81 19.72 0.03 9.45 20.41 0.05 9.58 24.90 0.12 7.41 26.66 0.22 54.78 138.85 0.31 18.32 52.64 0.08 10.30 26.81 0.03 4.45 12.61 0.12 6.55 20.61
0.10 12.68 42.86 0.03 16.20 43.76 0.04 15.79 48.34 0.11 11.76 45.55 0.18 57.34 139.52 0.27 23.93 63.12 0.08 15.94 46.00 0.03 7.74 30.34 0.12 8.32 32.72

JARS-Net

0.11 15.10 70.82 0.03 19.44 73.45 0.06 17.89 75.22 0.11 14.03 72.62 0.20 57.158 143.56 0.26 25.92 80.93 0.08 19.23 74.76 0.04 12.07 60.64 0.13 13.80 67.89
0.16 6.87 19.80 0.06 9.48 20.45 0.09 9.62 24.93 0.20 7.40 26.70 0.29 54.80 138.88 0.34 18.31 52.63 0.13 10.30 26.84 0.09 4.45 12.69 0.20 6.55 20.64

RMSteg

LSB

0.11 6.79 19.75 0.04 9.46 20.44 0.06 9.59 2491 0.06 6.81 26.40 0.22 54.76 138.85 0.32 18.10 52.20 0.08 9.56 25.87 0.05 4.19 12.51 0.13 5.85 19.48

PVD

0.07 0.85 19.79 0.02 0.98 20.45 0.04 0.99 24.92 0.03 0.85 26.72 0.17 54.77 138.86 0.28 18.31 52.59 0.10 10.23 26.78 0.12 4.43 12.63 0.05 6.50 20.57
0.09 6.92 19.85 0.03 9.50 20.46 0.05 9.64 24.95 0.05 6.85 26.71 0.21 54.79 138.87 0.32 18.35 52.66 0.06 10.37 26.85 0.03 4.51 12.70 0.08 6.64 20.67
0.10 6.86 19.76 0.03 9.47 20.44 0.06 9.61 24.91 0.05 6.82 26.64 0.22 54.78 138.86 0.32 18.36 52.70 0.07 10.39 27.05 0.03 4.45 12.60 0.12 6.58 20.71

DWT
EMD

HistShifting

6 | Conclusion

This study introduced AGFP, an Attention-Guided Feature Per-
turbation framework for high-quality and secure image steganog-
raphy, combining semantic information extracted from deep
convolutional neural networks with the statistical stability of the
discrete wavelet transform. By leveraging attention maps from
VGG19, ResNet50, AlexNet, and GoogLeNet, AGFP identifies
perceptually insensitive and statistically coherent embedding
regions, enabling highly controlled and minimally invasive per-
turbations. The resulting stego-images exhibit consistently strong
visual fidelity, with PSNR values ranging from 64.29 to 55.43 dB
and SSIM values between 0.9999 and 0.9989 across all payloads
and test images.

A comprehensive comparison against both classical and mod-
ern steganographic approaches demonstrates the superiority of
AGFP in terms of both imperceptibility and robustness. Classical
methods such as LSB, PVD, DWT, EMD, and HS showed signifi-
cantly lower PSNR and SSIM values and exhibited pronounced
degradation at higher payloads. In contrast, AGFP maintained
stable high-quality performance across diverse image categories,
confirming the effectiveness of its attention-guided embedding
strategy.

To contextualise AGFP within recent advances, we evaluated
it alongside three state-of-the-art deep-learning-based models—
iSCMIS [30], JARS-Net [31], and RMSteg [32]. Although iISCMIS
achieved higher raw PSNR and SSIM due to its invertible
architecture, AGFP outperformed all deep models in practical
robustness and security metrics. In particular, AGFP achieved
BER values of 0.01-0.12, substantially lower than those of iSCMIS
(0.45-0.47), RMSteg (0.31-0.37), and JARS-Net (0.57-0.75). Fur-
thermore, AGFP attained the lowest RS, SPA, and SRM detection
scores, confirming that its embedding minimally disrupts natural
statistical structures. These findings illustrate that AGFP achieves
a superior balance between imperceptibility and detectability—a
balance not realised by existing deep-learning frameworks.

The experiments conducted on both the USC-SIPI dataset and the
BOSSBase 1.01 benchmark further validated the generalisability
of AGFP. Across both datasets, AGFP consistently delivered
high visual fidelity and demonstrated exceptional resilience to
steganalysis, underscoring its practical suitability for real-world
secure communication scenarios. The method’s strong perfor-
mance under varying payloads and its ability to withstand both
classical and modern detection attacks highlight its robustness
and operational reliability.

In conclusion, AGFP represents a significant advancement in
image steganography by bridging semantic attention mecha-
nisms with transform-domain perturbation. It offers an effec-
tive, secure, and perceptually adaptive alternative to existing
classical and deep-learning-based methods. Future work may
focus on extending AGFP to multi-modal attention models,
improving robustness under extreme distortions, and integrat-
ing transformer-based semantic extraction to further enhance
embedding precision and security. Overall, AGFP establishes a
promising foundation for next-generation steganographic sys-
tems where imperceptibility, robustness, and undetectability
must be jointly optimised.
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7 | Future Work

For future work, several promising directions can be explored to
further enhance the AGFP framework:

7.1 | Adaptive Payload Allocation

Investigate dynamic payload allocation strategies where the
embedding capacity for each image is adaptively determined
by its content complexity and the attention map, rather than a
fixed bit rate. This could further optimise the balance between
imperceptibility and capacity.

7.2 | End-to-End Trainable DWT Integration

Explore the development of a fully differentiable DWT layer that
can be integrated directly into the neural network architecture,
allowing the DWT-based embedding and extraction processes to
be optimised end-to-end through backpropagation. This could
potentially lead to even more nuanced and robust embedding
strategies.

7.3 | Robustness Against Geometric Attacks and
Advanced Steganalysis

Extend the evaluation to include robustness against geometric
attacks (e.g., rotation, scaling, and cropping) and more sophis-
ticated steganalysis techniques based on deep learning. This
would provide a more comprehensive understanding of AGFP’s
real-world applicability.

7.4 | Extension to Video Steganography

Adapt the AGFP framework for video sequences, leveraging
temporal coherence and motion information to identify optimal
embedding locations across frames, opening new avenues for
high-capacity and robust covert communication in multimedia.
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