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Abstract

The exponential proliferation of the Internet of Things (IoT) and optical IoT (O-IoT) has
introduced substantial challenges concerning computational capacity and energy efficiency.
IoT devices generate vast volumes of aggregated data and require intensive processing,
often resulting in elevated latency and excessive energy consumption. Task offloading has
emerged as a viable solution; however, many existing strategies fail to adequately optimize
both latency and energy usage. This paper proposes a novel task-offloading approach
based on deep Q-network (DQN) learning, designed to intelligently and dynamically
balance these critical metrics. The proposed framework continuously refines real-time
task offloading decisions by leveraging the adaptive learning capabilities of DQN, thereby
substantially reducing latency and energy consumption. To further enhance system perfor-
mance, the framework incorporates optical networks into the loT-fog—cloud architecture,
capitalizing on their high-bandwidth and low-latency characteristics. This integration
facilitates more efficient distribution and processing of tasks, particularly in data-intensive
IoT applications. Additionally, we present a comparative analysis between the proposed
DON algorithm and the optimal strategy. Through extensive simulations, we demonstrate
the superior effectiveness of the proposed DQN framework across various IoT and O-IoT
scenarios compared to the BAT and DJA approaches, achieving improvements in energy
consumption and latency of 35%, 50%, 30%, and 40%, respectively. These findings under-
score the significance of selecting an appropriate offloading strategy tailored to the specific
requirements of IoT and O-IoT applications, particularly with regard to environmental
stability and performance demands.

Keywords: task offloading; deep Q-networks (DQN); Internet of things (IoT); energy
consumption; latency
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1. Introduction

The Internet of Things (IoT) has become an integral component of modern life due to its
wide range of applications and its ability to interconnect various devices for communication
and information exchange [1]. Optical IoT (O-IoT) is a new subset of IoT that uses optical
communication technology to allow high-bandwidth, high-speed data transfer between
connected devices, improving network scalability and overall performance [2]. IoT and
O-IoT technologies are increasingly being deployed across multiple sectors, including
healthcare, industrial automation, smart homes, and emergency response systems. The
widespread connectivity enabled by the IoT has led to a surge in data generation, commonly
referred to as data explosion. According to the International Data Corporation (IDC), by
2025, the number of connected IoT devices is projected to exceed 41 billion, collectively
generating more than 79 ZB of data annually [3]. This figure is expected to escalate to
500 billion devices by 2030. However, mobile devices (MDs) contributing to this ecosystem
often suffer from inherent limitations such as constrained computational resources, limited
battery life, and insufficient storage capacity [4], necessitating robust data management
platforms. Moreover, the increasing demand for services with low latency, high fairness,
and enhanced spectral and energy efficiency, such as interactive real-time gaming, virtual
reality (VR), and augmented reality (AR), further accentuates the need for optimized system
architectures [5].

Cloud computing represents a cost-effective and efficient solution for executing and
storing massive volumes of data generated by mobile devices (MDs) [6]. It enables on-
demand resource provisioning for a wide range of services, eliminating the need for
additional hardware or software infrastructure. Furthermore, computationally intensive
applications and algorithms can be deployed on the cloud, allowing MDs to offload heavy
processing tasks. However, the geographical distance between cloud data centers and end
devices can introduce latency and degrade service quality, particularly in time-sensitive ap-
plications such as online gaming and video streaming [7]. Consequently, a new computing
paradigm is required to support latency-sensitive applications, which demand real-time
data processing with minimal delay, in order to ensure high performance and effectively
meet stringent quality of service (QoS) requirements.

For services requiring instantaneous data processing, fog devices offer the computa-
tional and storage capabilities of cloud computing while significantly reducing latency and
maximizing bandwidth utilization. The deployment of a fog node (FN) has emerged as
a practical and innovative solution within the fog computing paradigm, particularly for
supporting real-time applications [1]. In many use cases, mobile devices (MDs) undertake
substantial computational tasks; however, due to their constrained energy, processing, and
storage capacities, these tasks must be offloaded to nearby FNs [8]. This architectural shift
enables data to be processed locally, closer to the data source, rather than being routinely
transmitted to distant cloud servers. By leveraging the processing and storage capabilities
of fog infrastructure, latency can be minimized and bandwidth can be optimized for appli-
cations that demand real-time responsiveness and intensive computational resources [9,10].
Furthermore, the integration of optical networks presents a promising solution for enabling
frequent resource scheduling and seamless information exchange among servers, thereby
enhancing the responsiveness and efficiency of both fog and cloud environments [11]. To
ensure optimal performance, advanced resource management and task scheduling tech-
niques are essential for effectively operating fog devices and controlling the offloading of
computational tasks [12].

Despite the advantages of fog computing in terms of reduced resource consumption
compared to remote cloud computing, task offloading to the cloud remains a prevalent
practice. Therefore, within the IoT, fog, and cloud paradigms, efficient mechanisms are
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required to determine when tasks should be offloaded and to ensure their accurate allo-
cation to the most suitable computing resources [6]. Moreover, integrated cloud—fog net-
works face several critical challenges, including network latency, communication protocols,
bandwidth capacity, operational costs, security, offloading strategies, and authentication
mechanisms [13]. These factors significantly influence key quality of service (QoS) metrics
such as energy efficiency, execution time, and service cost. As discussed in [14-18], task
requests can be offloaded to fog nodes (FNs) or cloud servers instead of being executed on
local devices, thereby reducing processing time and conserving energy.

Motivated by these challenges, this work proposes a latency-aware and energy-efficient
task offloading approach in fog and cloud computing networks using deep Q-network
(DQN) learning. The study focuses on large-scale IoT devices and fog nodes (FNs) inter-
connected via optical networks, which form a crucial component of the task offloading
architecture [19,20]. Our approach leverages the adaptive learning capabilities of deep
reinforcement learning (DRL) to enable IoT devices to make optimal, real-time task of-
floading decisions, thereby enhancing system performance with respect to latency, energy
consumption, and resource efficiency [21].

The primary objective of this research is to introduce a novel task offloading methodol-
ogy for IoT-fog—cloud computing environments, with explicit consideration of both energy
efficiency and latency constraints. The DQN model is deployed within mobile devices
(MDs) to support intelligent offloading decisions. The key contributions of this paper are
summarized as follows:

¢ A task offloading problem is formulated within a collaborative loT-fog—cloud frame-
work, accounting for real-world constraints such as device heterogeneity and fluctuat-
ing network conditions.

*  An energy-efficient and latency-aware algorithm based on DQN learning is proposed
to optimize task offloading decisions. The method provides a structured approach to
assigning tasks across different layers of the computing hierarchy.

¢ The proposed model is evaluated and validated through comprehensive simulations,
demonstrating its effectiveness in enhancing QoS metrics, particularly in reducing en-
ergy consumption and application latency when compared with existing approaches.

The remainder of this paper is organized as follows. Section 2 provides a review of the
related literature. Section 3 introduces the problem formulation, including the objective
function and the system model. Section 4 presents the proposed algorithm along with its
corresponding pseudocode. Section 5 evaluates the performance of the proposed algorithm
and discusses the simulation results. Finally, Section 6 concludes the paper and outlines
directions for future research.

2. Related Works

Several studies have addressed optimization challenges associated with task offloading
in cloud and fog computing networks [22]. Among the primary concerns impacting quality
of service (QoS) metrics—such as service quality, availability, and reliability—are energy
consumption and latency. This section reviews recent and significant contributions in the
literature, highlighting their methodologies, limitations, and distinctions from the approach
proposed in this paper.

In [23], the authors provide an overview of contemporary research in the cloud com-
puting domain, introducing a refined whale optimization algorithm (RWOA) to support
offloading of latency-sensitive, computationally intensive, and energy-demanding tasks.
Tasks may be partitioned across multiple processing layers, including local, mobile edge
computing (MEC), and cloud platforms [24]. Moreover, numerous users can offload their
workloads to fog and cloud servers simultaneously [25]. The authors of [1] propose an



Electronics 2025, 14, 3090

4 0of 28

intelligent framework for selecting optimal resources to support latency-sensitive IoT
applications, utilizing a metaheuristic BAT algorithm to optimize service cost, energy con-
sumption, and latency. Their bat-inspired evolutionary approach dynamically explores
optimal resources in a collaborative fog—cloud environment, based on food-searching
behavior [26].

In [27], a joint optimization approach using deep Q-learning is proposed for task
offloading at both the device and edge levels. Chiang et al. [28] enhance resource allocation
and dynamic reconfiguration of network slices in a multi-tenant edge computing system
using Q-learning-based deep learning. Their work focuses on jointly addressing dynamic
slice scaling and task offloading to maximize service provider (SP) profits in multi-tenant
edge computing (EC) environments. Similarly, in [29], a deep reinforcement learning
(DRL)-based scheme is introduced for jointly offloading tasks with interdependencies. The
authors model task dependencies using directed graphs with discrete loops and formulate
the offloading problem as minimizing the average cost of energy and time (CET) for users.

To support efficient offloading in UAV-assisted MEC systems, a computation of-
floading optimization algorithm based on deep deterministic policy gradient (DDPG) is
proposed in [30], which accounts for both task characteristics and communication envi-
ronments. In [31], a fuzzy logic-based task scheduler is introduced to make informed
offloading decisions by evaluating task properties and identifying the most suitable pro-
cessing layer—whether locally, on collaborative fog nodes, or in the cloud.

In the healthcare domain, [32] presents a distributed collaborative dependency task
offloading strategy based on deep reinforcement learning (DCDO-DRL), specifically de-
signed to address challenges associated with radiomic-based medical imaging diagnostic
model (RIDM) tasks. Furthermore, Zhang et al. [33] apply the Stackelberg game-theoretic
paradigm to improve resource allocation in cooperative intelligent transportation systems.
Stackelberg game theory has proven effective in hierarchical decision-making scenarios
involving multiple stakeholders and constrained resources, as evidenced by the aforemen-
tioned studies.

Table 1 summarizes the objectives, constraints, and solutions introduced in the re-
viewed literature. Also, it provides a detailed comparison of our work with existing
literature. We categorize the reviewed literature into two aspects: the first is energy-aware
task offloading, and the second is latency-aware task offloading.

Table 1. Comparaison of research publications.

Reference Obijectives Proposed Solution Executions Locations

[1] Minimize network latency and BAT-based Local devices, fog, and cloud.
energy

[6] Minimize energy MCEETO local devices, fog, and cloud.

[34] Minimize latency Edge-ward local devices, edge, fog, and

cloud.

[35] Minimize energy SEE local devices and MEC.

[29] Minimize network latency MOBA-CV-SARSA local device and edge server.
and energy

[23] Minimize latency, energy RWOA Local device, MEC, and cloud.
and cost

[36] Minimize energy consumption =~ MSTEC and HREC Local device, fog, and cloud.

[37] Minimize energy consumption = DRL-based Local device, fog, and cloud.

[38] Minimize cost and latency PSO Local device, fog, and cloud.
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Table 1. Cont.

Reference Objectives Proposed Solution Executions Locations
S Collaborative .
[39] Minimize latency cloud—edge scheme Local device, edge, and cloud.
[40] Minimize latency federated learning-based Local device, edge, cloud.
[11] Minimize dela TD-based CLB-TO and Local device, edge servers
y GA-based CLB-TO connected by optical network
[17] Minimize latency Scheduling and qufeue Local device, edge, and cloud.
management algorithms
[27] Minimize latency and energy Deep Q-learnin Local device and edge.
[41] Minimize latency LSTM and dual DQN Local device and edge.
[28] Minimize latency and energy DRL-based Local device and edge.
[30] Minimize latency DDPG-based Local devices, fog, and cloud.
Minimize latency, energy . .
[31] consumption, network usage fuzzy logic-based Local devices, fog, and cloud.
[33] Minimize latency, RL-based Local devices, fog, and cloud .
Our Minimize latency, energy, DQN-based Local device, fog, and cloud.

and cost

2.1. Energy-Aware Task Offloading

In recent years, energy-efficient task offloading has gained increased attention in
the context of cloud and fog computing. In [6], Alasmari, M. K., et al. addressed this
challenge by proposing an intelligent allocation technique aimed at optimizing energy
consumption in IoT devices. The study introduces the Multi-Classifier for Energy Efficient
Tasks Offloading (MCEETO) algorithm, which selects the most suitable fog devices for task
placement using a multi-classifier-based decision mechanism. The MCEETO algorithm
demonstrates significant effectiveness in reducing energy consumption and emphasizes
the critical role of energy conservation within fog computing environments. The authors
compare the performance of MCEETO against two baseline strategies: the edge-ward and
cloud-only approaches. The edge-ward strategy represents an edge-focused task placement
approach, while the cloud-only method assumes that all application modules are executed
in centralized cloud data centers [34].

In another study, the authors of [35] introduced a secrecy energy efficiency (SEE)
model by optimizing transmission power, time allocation, and task partitioning under both
energy and secrecy constraints. They examined secure offloading in wireless-powered MEC
systems and proposed a physical-layer security-enabled scheme to enhance confidentiality
during task offloading.

Similarly, in [36], a low-delay scheduling algorithm—Minimal Schedule Time with
Energy Constraint (MSTEC)—was proposed to support energy-constrained fog comput-
ing workflows. To further improve system reliability under energy limitations, a High
Reliability with Energy Constraint (HREC) algorithm was also presented for managing
fog computing workflows. In another contribution, Ale et al. [37] proposed a deep rein-
forcement learning (DRL)-based approach to determine the optimal number of resources
and select the most suitable edge server for executing offloaded tasks. Their objective
was to minimize energy consumption while maximizing the number of successfully com-
pleted tasks.
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2.2. Latency Aware Task Offloading

This part provides an overview of recent research proposing latency-efficient task
offloading methods, especially for latency-sensitive tasks. Sabireen et al. [38] proposed
models that minimize processing costs and delays. However, they do not consider the
security of IoT applications. The authors have proposed a lightweight modified particle
swarm optimization (PSO) technique with clustering to maximize resource efficiency while
minimizing latency. This approach allows for the offloading of IoT tasks to FNs in real
time. The proposed technique employs a machine learning model with enhanced PSO to
reinforce other key QoS factors and reduce latency between fog nodes and IoT devices.
Gupta et al. [34] proposed a centralized edge-to-edge module deployment technique for
distributed systems represented as directed acyclic graphs (DAGs). Their approach begins
by installing modules from the base of the fog hierarchy and works backward until it finds
a node with sufficient resources. Nevertheless, the method only allows modules to extend
vertically by transferring data to fog or cloud and then back to the application; it disregards
horizontal connections between FN at the same level. For the same purpose, a closed-form
task offloading policy is obtained by transforming the formulation of a computational
and communication resource allocation problem to minimize the weighted sum of MD
latency [39]. However, the goal of using a collaborative cloud and edge computing method
is to reduce the delay. Tang et al. [28] presented a model-free distributed DRL-based
algorithm to offload tasks in MEC. The authors incorporated long short-term memory
(LSTM) and dual DQN techniques to reduce task drop rates and average response time
compared to the previous algorithms.

In their contribution, Chen et al. [40] studied the computation offloading problem for
latency and privacy-sensitive tasks in a hierarchical local-edge-cloud architecture using
a federated learning method. The main objective of this approach is to minimize the
running time of latency-sensitive tasks requested by MDs with data privacy concerns,
while each task can be executed under various computing modes. Also, they formulate an
optimization problem with constraints to reduce the latency that the federated offloading
cooperation consumes. Also, the authors of [42] have proposed scheduling and queue
management algorithms to address the issue of task offloading; they take into consideration
the maximum tolerable latency. Conversely, a different study has focused on determining
the best location for task offloading, ensuring that the maximum latency is achieved
while minimizing the energy consumed as much as possible. Some authors proposed a
metaheuristic-based approach to address the problem of task offloading. The authors of [43]
introduced an approach based on the discrete jaya algorithm (DJA) to reduce latency and
optimize resource utilization (RU). Additionally, they proposed a task migration algorithm
to transfer the partially completed task to another server. The authors in [11] proposed
two heuristic algorithms: the transmission delay-based CLB-TO and the genetic algorithm-
based CLB-TO, for computing offloading balancing with task offloading. They studied how
to reasonably select the target edge server for each task while minimizing the completion
delay. They considered that edge servers were connected by the optical network.

It is observed from the literature review that most techniques have good performance
on the objective targets, but these works need to balance contradictory goals. However,
many studies overlook the collaborative role of fog and cloud computing networks within
the optical network or without it [11,27-29,35,41]. Meanwhile, most studies that con-
sider the collaboration of fog and cloud have failed to consider latency, energy, and cost
simultaneously [6,16,34,35,38—41], which are critical in task offloading.

In this regard, and differently from the above discussions, we formulate a fundamental
IoT-fog—cloud architecture comprising MDs, FNs, and a cloud server. The main contribu-
tion is the design and implementation of an optimized task offloading strategy based on
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DON. This intelligent offloading system allows for real-time selection of the best processing
node by dynamically adjusting to task-specific features and ambient variables, including the
unique characteristics of Optical IoT environments. Our method focuses on systems that are
particularly vulnerable to latency constraints, computing requirements, and energy usage.
The proposed DQN-based approach efficiently reduces total system latency and energy
consumption through the use of reinforcement learning, which optimizes operating costs
without sacrificing QoS. Our approach, in contrast to static or heuristic-based strategies,
continuously learns from the environment, considering important parameters such as task
deadlines, cloud data transfer energy limits, the available bandwidth and energy between
MDs and FNs, and task queue stability across all layers, including O-IoT deployments.

3. System Model and Problem Formulation

This section introduces a three-level model that captures various task scenarios. First,
each component of the model is described in detail. Subsequently, the task offloading model
is presented, providing an overview of the proposed framework. Finally, the objective
function underlying the research is formulated and discussed.

3.1. System Model

This study adopts a three-layer collaborative model comprising the device, fog, and
cloud layers, as illustrated in Figure 1. The first layer, also referred to as the infrastructure
layer, consists of IoT and O-IoT devices represented by mobile devices (MDs) that either
process tasks locally or offload them to higher layers. This layer is characterized by the
lowest latency but also limited computational capacity. The second layer—the fog layer—is
composed of multiple fog nodes (FNs) geographically distributed and interconnected
via an optical network [44], providing intermediate latency and computational capabili-
ties [6]. FNs function as small-scale servers offering localized processing power for both
conventional IoT and Optical IoT applications. The third layer corresponds to the cloud
layer, which exhibits relatively higher latency but offers substantial computational capacity,
supported by large-scale data centers housing numerous high-performance servers [45].
Communication between these layers occurs over both wired and wireless links, with
each connection tier allocated a defined maximum bandwidth to ensure efficient data
transmission.

Our proposed system consists of a network of mobile devices (MDs) responsible for
collecting heterogeneous data requiring computational processing. Table 2 summarizes the
key notations used throughout this paper.

Each MD may complete a computing task (1;) where T;e{ Ty, T, ..., Tn}, N is the
number of tasks, and each task is owned by a user (U]-) e { Uy, Uy, ..., Uk}. The main
characteristics of a computing task are as follows:

Dr;: The data size of the task.

Tr,: The maximum acceptable delay needed to complete the task.

Wr,: The total workload of the task.

As shown in Figure 1, there are M fog nodes (FN) F = {Fy, Fy, ..., Fu}, and a cloud
server (C).

Equation (1) represents the relationship between Dr,, CB, and W, [22].

WTi = DTi x CB, (1)

where Wr, represents the total workload of task (T;), CB is the CPU cycles needed per bit of
data, and D7, is the data size of the task (T;).
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Table 2. Abbreviations used in the proposed model.

Notation Description

MD

A set of mobile devices.

Number of tasks.

Set of tasks.

The task number i.

Task data size.

The maximum acceptable delay to execute task T;.

CPU cycles required per bit of data.

Total workload of the task T;.

Set of fog node.

Number of fog nodes.

Cloud server.

Latency(execution time of task T;).

k
X Ti

Decision offloading matrix of task T; from user i in the location k.

fa

CPU frequency of device d for a processing task.

The initial latency queue.

Energy consumption of the task.

Energy efficiency factor.

Time processing of task T; locally.

The total latency of processing task T;.

Energy consumption of task T; that processing locally.

Overall cost of task T; that processing locally.

The transmission time of task T; to fog layer.

The processing time of task T; in fog layer.

The total latency of processing task T; in fog layer.

The energy consumption of task T; that processing in fog layer.

The MD and fog node communication bandwidth.

The communication transmission power between MD and fog node.

Cost of processing task T; over fog layer.

The transmission time of task T; to cloud server.

The processing time of task T; in cloud server.

The total latency of processing task T; in cloud server.

The communication bandwidth between fog node and cloud server.

The communication transmission power between the cloud server and fog
node.

Cost of processing task T; over cloud server.
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Figure 1. Overview of IoT-fog—cloud architecture.

3.2. Task Offloading Model

MD tasks can be executed locally or offloaded to the best fog node in M. Under the
assumption that each MD has an indivisible task and that the delays of all tasks are equal
to T [46]. Also, the decision matrix XIT<Z-6 {0,1} is introduced, which indicates the choice
to offload task i, which, in turn, will be executed on server k. In this context, it helps
in selecting the most efficient and effective offloading strategy by balancing latency and
energy consumption. In particular, local execution is indicated by (X!%¢ = 1), fog node
execution by (X;l. = 1), and cloud execution by (XTZ. =1).

Furthermore, a single execution location, whether local, fog, or cloud, must be assigned
to every task T7;. As a result, the following equation allows us to ensure these requirements:

xloe ¢ 2 X =1 Vie{0.....N}, )

where X is a binary variable and loc and C represent local execution and cloud execution,
respectively. However, Fe [1,..., M] denotes the fog node, where at most one of the following
conditions must be satisfied as follows:

XITOZ-C =1 = local execution
X = Zé’lzl Xf;i =1 = fogexecution 3)
X% =1 = cloud execution.
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3.3. The Three Variant Executions

In this section, we introduce the three task offloading models: local processing, fog
processing, and cloud processing.

3.3.1. Local Execution

During the offloading process, the first available decision that can be taken is to
execute the task locally. When a device chooses to process the task Ti from the device
(d) independently without sending it to other devices, the local processing time (Pff%) is

defined as follows:
Ploc _ Wr;

4T = (4)
where Wr; represents the total workload of task Ti, and the (f;) is the CPU frequency of the
device (d) for processing a task.

The total latency is defined as follows:

L% = PP% + Qry, 6)

where Qr; represents the initial latency referring to the time tasks spend waiting in the
queue.
Similarly, the energy consumption (Eff,%l.) can be defined by Equation (6) for local
processing of the task:
ENS: = na x Wri x (f1)?, (6)

where 77 represents the energy efficiency of device d, Wr; represents the total workload of
task Ti, and (f;) is the CPU frequency of device (d) for processing a task.

Therefore, the total cost of local processing is determined by combining the weighted
local processing latency (LIdO/CTi) and local power consumption (Eif%i). This can be modeled
as follows:

loc __ loc loc
Cari =axXEgy +p < Ly, @)

it is derived from Equations (4) and (5). Where « and B are the energy weights and latency
with values between zero and one [1]. To ensure balanced importance between the two
objectives, the weights are set as follows: « = 0.18 and 8 = 0.82. These weights are used to
determine the relative importance of each factor in the total cost.

3.3.2. Fog Execution

Due to the limited capability of MD, several tasks must be offloaded to the fog nodes.
The overall task latency consists of two parts, the transmission (Lg ;) and the processing

time (Pg 77)- The transmission time (TEJ; 1) is calculated by the following equation:

_ D
Bu2f/

(8)

where Dr; is the size of the task to be processed by the fog node, and B,y is the bandwidth
available for data transmission between the MD and FN.
The processing time (Péi ;) on the FN is calculated in the same way as the local
processing. It is calculated by the Equation (9):
Wr,

P= le Vie[l...M], )

The variable f; represents the CPU frequency of the fog node (j).
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The total latency (L{ilr 1;) of processing task (T;) of the device d in the fog layer is defined
as follows:

Lt

dTi p

r{,Tz' + TZi[,Ti + Qj;z‘f (10)

where Qf;. refers to the time tasks spent waiting in the queue over the FN (j).

Moreover, the energy usage (Eg,Tl.) across the fog node is calculated by the Equation (11):
Edf,Tz' = PWipp ¥ Lél(,Ti +1j x Wr; x fj Vje[l...M], (11)

where PW, 5 is the communication transmission power between the MD and the fog node,
Wr; represents the total workload of task T;, and (77;) and (f;) represent the energy efficiency
factor and the CPU frequency of the EN (j), respectively.

Equation (12) computes the overall offloading cost over the fog node.
—axE

cs 4t T B X Lg,Ti‘ (12)

d,Ti

3.3.3. Cloud Execution

Since the fog nodes also have limited servers, they can offload the task to the cloud
layer. Cloud servers are rich in resources and have efficient power to process any task.
When tasks are processed in cloud data centers, the propagation time is increased due to
the geographical distance between the task and the resources.

The total latency of the task is represented by (Lj; 1;), which is the combination of two
factors called transmission (T} 1;) and processing time (P} 1;). It is explained as follows:

c Dr; D

TC. — 2T T (13)
a.Ti Bu?.f BfZC
W .
Pyg = TTZ + Qv (14)
L7 = Tari + Pariv (15)

where Dr; represents the data size of the task to be processed by the cloud server, By, is
the bandwidth available for data transmission between the fog node and the cloud server,
fe is the CPU frequency of the cloud server, Q7; represents the initial latency referring to
the cloud server, and Wr; represents the total workload of task Ti.

Equation (15) is used to calculate the energy consumption of the cloud server:

E;,Ti = Pwuzf X L;,Ti -+ PWch X Lfi,Ti + e X WTi X fc, (16)

where (PWpy,) is the communication transmission power between the cloud server and fog
node, (PW,5y) is the communication transmission power between MD and fog node, (71c),
and (fc) are the energy efficiency factor, and CPU frequency of cloud server.

The total offloading cost over the cloud server is calculated as follows:

Cori = a X Egqy+ B X Ly (17)

The total cost of offloading is the sum of the execution latency and energy consumed
by IoT devices and devices across fog and cloud servers. It is calculated as follows:

N
cost = Y (XIE x 9. + XU x Cf 1+ XSy x Co ). (18)
i=1
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3.4. Problem Formulation

In this section, we formulate the problem for a multi-mobile device (MD) scenario
with multiple generated tasks, integrating the previously described models. Our objective
is to minimize the overall cost by considering several quality of service (QoS) factors,
including task data size, communication bandwidth—particularly leveraging the high
throughput capabilities of optical networks—transmission and processing times, as well as
the maximum tolerable delay for task execution.

This cost function accounts for the total execution cost incurred when tasks are pro-
cessed locally, at the fog layer, or in the cloud, encompassing computation, communication,
and data size components. By enabling efficient task offloading, the proposed method
aims to reduce both latency and energy consumption through optimal offloading decisions
supported by optical network infrastructures.

Unlike many prior approaches that rely on static allocation or simplistic heuristics,
our DQN-based strategy continuously learns from the environment to iteratively improve
offloading policies. Furthermore, in contrast to existing deep reinforcement learning (DRL)-
based frameworks that typically focus on fog—cloud cooperation or assume simplified
network models, our approach jointly optimizes resource allocation across local, fog, and
cloud layers. It explicitly incorporates practical constraints such as task deadlines, energy
budgets for cloud data transmission, bandwidth availability between MDs and fog nodes
(FNs) enhanced by optical networks, and queue stability at each layer. By integrating
these realistic considerations, the proposed method achieves substantial reductions in
system latency and energy consumption while ensuring strict QoS compliance, thereby
outperforming conventional offloading schemes.

However, we formulate mathematically the cost minimization problem of the task
offloading process as follows:

Min(cost) = min Z (X5 = Cls; + Z X X C + X3 X Ci 1), (19)
s.t.
Cl: XIOCe{o 1}
C2: x1.e{0,1}

C3: X%,e{0,1}

C4: Xloe 4+ XJ. + X5, = 1 VieN

C5: By > 0 VieN

C6: XI6 x LI 4+ XJ, % LY 1+ X8, L 1 <= 75 VieN
The explanatlon of the mentioned constraints is given as follows:

e (1, C2, and C3 denote that these decision variables are guaranteed to be binary
through these three constraints.

*  (C4indicates that there should only be one location in which each work is completed,
so the choice location variable will be equal to 1.

¢ (5 ensures that the bandwidth assigned to the task must be positive.

e (6 indicates that the task latency must not exceed the maximum tolerable delay 77; to
execute task T;, whether in a local, fog, or cloud server.

To solve the optimization problem, it is necessary to determine the optimal offloading

value and make a decision by minimizing the cost, which is a combination of latency and
energy consumption.
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4. Proposed Solution

This section introduces a task offloading paradigm that employs two distinct methods
to address the offloading problem. The first method is the optimal strategy, wherein data
from each layer is collected and analyzed to identify the most suitable offloading decisions
for each task. This strategy exhaustively evaluates all possible offloading options—local,
fog, and cloud—and selects the one minimizing the overall cost. While this approach
delivers sub-optimal yet respectable performance, it serves as a benchmark against which
alternative methods can be assessed. However, the optimal strategy requires the acquisition
of substantial real-time data, which is often impractical to obtain in real-world deployments.

Conversely, we propose the use of reinforcement learning (RL) algorithms, specifically
the deep Q-network (DQN) model, to derive near-optimal solutions. This approach enables
the agent to learn from experience by storing action—state values in a Q-table. At each
time step ¢, upon observing the current state S;, the agent selects an action 4; and transi-
tions to the subsequent state s;1, receiving a corresponding reward r;;1 [47]. Through
this iterative process, the agent continually refines its decision-making policy based on
accumulated experience.

4.1. Optimal Task Offloading Strategy

This section presents a task offloading paradigm focused on determining the opti-
mal execution location for tasks generated by mobile devices (MDs) within IoT, Optical
IoT, and optical network environments. As previously noted, this strategy employs an
algorithm to solve the optimization problem, yielding sub-optimal solutions with minimal
processing costs.

The algorithm determines the processing location for each generated task by evaluating
the cost associated with all possible execution alternatives—local, fog, and cloud—and
selecting the option that minimizes this cost. Algorithm 1 provides a detailed description
of the complete procedure.

The process begins when a device generates a task as input, and the algorithm subse-
quently gathers data from the MD, fog nodes (FNs), and cloud servers. For each task, the
algorithm considers the characteristics of the underlying communication infrastructure,
with particular emphasis on the high-capacity, low-latency advantages provided by optical
networks when tasks are offloaded to remote fog nodes or the cloud. The execution location
is then assigned based on the minimum computed cost: (0) denotes local execution, (—1)
represents cloud execution, and values ranging from 1 to 10 correspond to execution at one
of the fog nodes (assuming a total of 10 fog nodes). When the selected location differs from
(0) and (—1), the value indicates the specific fog node responsible for executing the task
via the most cost-effective execution path, which is typically influenced by the availability
of enhanced bandwidth afforded by optical network links and the deployment of O-IoT
components [48].

4.2. DQN-Based Task Offloading

DOQON is a reinforcement learning technique that combines deep neural networks with
Q-learning to optimize large state-action spaces. In the context of task offloading in IoT-
fog—cloud computing networks, DON optimizes the decision-making process by deciding
whether computational tasks should be kept in local devices, sent to fog nodes, or sent to
the cloud server. Therefore, in this paper, we switch to using the tuple (s, a;, r¢), which
contains state, action, and reward.



Electronics 2025, 14, 3090

14 of 28

Algorithm 1 Optimal task offloading strategy
Input Mobile_devices MD, Fog_node F, Cloud_server C, Tasks T.
Output Execution_Location EL, Min_Cost MC.

1: Function Optimal Strategy:
2: for Each d in MD do

3: for Each Taskin T do
4: Initialiser(EL, MC)
5: / /Local Execution
6 MC= Cl¢. //Using Equation (7).
7 EL=0
8: / / Fog Execution
9: for Each Fog_node in F do
10: Compute Cél[,Ti / /Using Equation (12)
11 if (C} ; < MC) then
12 MC=C}
13: EL=Fog_Node
14: end if
15: end for
16: / /Cloud Execution
17: Compute C 1; //Using Equation (17)
18: if (Cfi,Tl. <MC) then
19: MC = wa
20: EL=-1
21: Compute cost(d, T;) //Using Equation (18)
22: end if
23:  end for
24: end for

The state space includes various features such as current system status, size of a task,
latency of the network, and the load level at the current time t. It can be formulated as
follows:

St = {WTil DTil QTi/ fd/ fj/ fc; Bqur BfZC}, (20)

where Wr; represents the total workload of the task, Dr; is the data size of task, and the
Qr; is the time task spend waiting in the queue. The computational capacities of different
processing units are represented by f;, fj, and fc, which represent the CPU frequencies of
the device (d), the fog node (j), and the cloud server, respectively. The available bandwidth
for data transmission is given by B,2f and Bf2c, which refer to the bandwidth between
the MD and the fog node and between the fog node and the cloud, respectively.

The action space defines the set of possible actions that an agent can perform in the
environment, specifically representing task offloading decisions at each time step t. It is
formulated as follows:

ap={-1,0,1...M}, (21)

where a; = 0 denotes local processing, a; = —1 denotes cloud processing, and a; =1...M
denotes fog node execution (assuming 10 fog nodes, so M = 10).

The reward function is aligned with the objective function of the system model, which
reflects that the total cost could be minimized by optimizing offloading decisions as to
whether the task is executed locally, in the fog layer, or in the cloud layer. However, the
primary purpose of this paper is to minimize both latency (denoted by L) and energy
consumption (denoted by E) [49]. To be consistent with the objective of the model in
this paper, we use negative rewards. When the objective function of the system is at its
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minimum level, the DRL can achieve the maximum reward [50]. The reward function is
given as follows, based on the above considerations.

re(sg,at) = —(a x L+ B X E), (22)

where « and f are a weighting coefficient that measures normalized latency and energy,
balancing multiple objectives appropriately and combining them into a unified reward
function.

Based on our preliminary experiments, we evaluated multiple combinations of the
weighting parameters « and , and determined that the values « = 0.18 and g = 0.82
provide a well-balanced trade-off between communication and computation costs. This
balance ensures a low overall system cost while satisfying task deadline constraints. Specifi-
cally, increasing « places greater emphasis on local computation costs, potentially leading to
higher energy consumption at the device level but reduced network utilization. Conversely,
increasing f3 prioritizes offloading tasks to cloud or fog resources, which may reduce local
energy consumption but incur higher transmission costs and possible delays.

The deep Q-network (DQN) model employs a neural network to approximate the
Q-value function, which assesses both immediate costs and expected future rewards based
on the quality of the offloading action and the current system state. The network is trained
through continuous interaction with the IoT-fog—cloud environment: it makes offloading
decisions, executes corresponding actions (e.g., task completion time, energy consumption),
and refines its policy based on observed performance metrics (QoS indicators). Over
time, the DQN agent successfully identifies an optimal offloading strategy that balances
latency and energy consumption, dynamically adapting to the evolving conditions of the
IoT-fog—cloud environment, including real-time fluctuations in optical network status and
resource availability within O-IoT scenarios. This adaptive approach is especially effective
in complex and dynamic settings where traditional static methods struggle to maintain
optimal performance.

Initially, the agent observes the environment state (depicted as the “Initial State”),
which includes the status of infrastructure components (fog/cloud availability, network
conditions) as well as task and device parameters (computational requirements, energy
constraints). Subsequently, the agent selects an offloading action—local, fog, or cloud—that
maximizes the predicted cumulative reward based on its Q-value function, represented
either by a Q-table or neural network. After executing the chosen action, the environ-
ment provides immediate feedback in the form of cost-based rewards, reflecting actual
performance outcomes such as latency and energy utilization.

Using the updated system state and received reward, the agent applies temporal
difference learning to update its policy (77), effectively balancing short-term costs and long-
term benefits. Through repeated interactions (illustrated by the cyclic arrows in Figure 2),
the agent progressively enhances its decision-making, ultimately achieving context-aware,
adaptive offloading performance. An overview of the agent utilizing the proposed DQN
method is presented in Figure 2.

Within the Q-learning framework [51], the agent receives rewards based on the effec-
tiveness of actions taken to transition from one state to the next. The objective of Q-learning
is to minimize the cumulative cost (or maximize cumulative rewards) accumulated over
the execution of the algorithm by selecting actions from a feasible set at each state. In its
simplest form, Q-learning stores a value for every state-action pair in a Q-table [52], which
estimates the expected cumulative reward for performing a particular action in a given
state. The Q-values are updated iteratively whenever an action a; is executed in state s;.
We denote the sequence of visited states as (sq, sy, . ..) and the corresponding actions as

(al,ﬂz,. . )
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Figure 2. The process of task offloading decision of RL algorithms.

The DQN-based task offloading strategy is summarized in Algorithm 2.

Algorithm 2 DQN-based task offloading strategy

Input Tasks T, learning rate(e), discount factor (7y).
Output Optimal offloading decision and total cost.
1: Function DQN Strategy:
2: Initialize replay memory D to capacity N.
3: Initialize total episode reward r = 0.
4: for Each episode do

5 Reset environment to initial state s.

6:  for Each step do

7: Observe actual state s;.

8 Determine feasible action.

9: random = randomly choose from [0, 1]
10: if (random < €) then
11: a; = randomly select action from {0,1,2}
12: else
13: ar = Y * MAXgetion Q(St, ar).
14: end if
15: Execute action a;.

16: Calculate reward r; using Equation (22) .
17: Observe next state sy 1.

18: Store (s, at, 1¢, 5t+1) in replay memory.

19: Update Q(s, a;) according to Equation (23)
20:  end for
21: end for

The DQN architecture employed to implement the proposed algorithm consists of two
neural networks: the evaluation network and the target network. The evaluation network
estimates Q-values—i.e., the expected future rewards for each possible action—and is
updated frequently during training. In contrast, the target network provides stable Q-value
targets and is synchronized with the evaluation network at fixed intervals to stabilize
learning. Both networks share a similar architecture composed of three hidden layers, each
containing 64 neurons. The hidden layers utilize the ReLU activation function, while the
output layer employs a linear activation to enable precise Q-value predictions.

Therefore, by acting at each step, the agent will choose the action that changes the
state from s; to state s;1 under a policy (7r), and then receive the reward (r;). Furthermore,
the Q-table is updated with the state (s;) and action (a;) as follows with the Bellman
equation [53]:
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Q(st,ar) < Q(se,ar) +€(re + v x aymaxQ(sp41, arr1) — Q(st,at)), (23)

where ¢ is the reward function earned from moving from state (s;) to (s;+1) by taking action
as, and (7y) is the discount factor. The () indicates how much we value earlier rewards;
its value ranges between zero and one. However, (€) represents the learning rate, which
affects how quickly the table will converge.

To summarize, the DQN framework allows the offloading agent to easily learn optimal
policies for task offloading suitable for the complex IoT-fog—cloud environment by approx-
imating different actions with long-term rewards. This results in adaptive and efficient
offloading strategies, instead of being static and predetermined.

5. Performance Analysis and Discussion

This section presents comprehensive simulation experiments to evaluate the perfor-
mance of the proposed strategy. The simulations were implemented in Python 3.19.13
on a 64-bit Windows operating system, equipped with an Intel(R) Core(TM) i5-6300U
CPU running at 2.50 GHz and 8 GB of RAM. The computer used is an HP EliteBook 840
G3, manufactured by Hewlett-Packard (USA), sourced from Germany. The simulation
parameters are summarized in Table 3.

Table 3. Simulation parameters.

Parameter Value
Learning rate (€) 0.001
Discount factor () 0.99
Batch size 32
Replay memory size 100,000
Initial exploration rate () 1.0
Maximum Episodes 1000
Maximum Steps per Episode 200
Latency Factor («) 0.18
Energy Factor () 0.82
CPU Frequency of device(f,;) 2.0 GHz
The CPU frequency of the fog node (f;) 2.5GHz
The CPU frequency of the cloud server (f¢) 3.0 GHz
Energy efficiency of the device (1) 0.5
Energy efficiency of the fog node (1) 04
Energy efficiency of the cloud server (1) 0.3
Device Queue latency 5ms
Fog layer Queue latency 10 ms
Cloud Server Queue latency 15 ms
Bandwidth between the MD and fog node (B,2f) 0.1 W
The bandwidth between the fog node and cloud server (By.) 0.05 W
Task data size (D) [10-500] MB

Task Workload (wr;) 500 MFLOPS
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5.1. Simulation Model

In the simulation scenario, 100 IoT devices receive randomly generated datasets with
varying sizes and resource requirements. The environment also includes 10 fog nodes and
a single cloud server. For training purposes, a batch size of 32 samples is used for both fog
nodes and IoT devices. Table 3 lists the key constraints and parameter values employed to
conduct the experiments for both proposed algorithms.

5.2. The Proposed Algorithm’s Convergence Analysis

This section evaluates the performance of the proposed DQN-based task offloading
technique with respect to convergence behavior. During the initial episodes, execution
times exhibit considerable variability, ranging from 24 to 36 s. This fluctuation reflects
the exploration phase of the DQN algorithm, wherein the agent experiments with various
offloading strategies to better understand the environment and its dynamics.

Convergence is observed after approximately episode 50, as indicated by the stabiliza-
tion of the fitness value. This suggests that the algorithm has effectively transitioned from
exploration to exploitation, having learned a near-optimal policy for task offloading.

Following convergence, the average execution time remains consistently low and
stable, oscillating between 27 and 29 s per episode throughout the remainder of the opti-
mization process, as illustrated in Figure 3. The stable execution time post-convergence
demonstrates that the DQN algorithm is well-suited for real-time task offloading in dy-
namic environments.

Runtime chart
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Figure 3. DQN approach execution time.

Figure 4 illustrates the comparative learning curve of the DQN algorithm against the
optimal strategy regarding the total cost incurred for each episode in 300 episodes. It is
evident from this figure that the DQN algorithm converges in fewer episodes and thus is
faster than the second strategy, mainly owing to its adaptive learning capability to thrive in
complex and dynamically changing environments. The learning curve shows that costs
will surely decrease because the DQN agent can converge to learning the optimal policy
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by iteratively improving its Q-value estimates through interactions with the system and
improving user quality of experience (QoE).

Learning Curve of DQN Agent and Optimal Strategy
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Optimal Strategy Cost per Episode
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Figure 4. Optimal strategy and DQN training convergence process.

5.3. The Proposed Algorithms Comparative Analysis

We have implemented the two algorithms that were presented in this article to eval-
uate their performance by comparing them with other existing algorithms in the same
environment. In this section, we present a detailed comparative analysis of the proposed al-
gorithms regarding their efficiency and performance based on various performance metrics
and application scenarios with parameters mentioned in Table 3.

5.3.1. Energy Consumption

Figure 5 shows the average energy consumption between the DQN technique and
the optimal strategy for the local, fog, and cloud execution layers. These cases include
one with 10 tasks and the other with 100 tasks. In both scenarios, the DQN strategy is
generally more energy efficient at all levels of execution compared to the optimal strategy,
especially in the cloud layer, where the greatest difference in energy savings is found. This
high performance can be attributed to its adaptive learning capability, which enables it
to dynamically optimize task-offloading decisions based on system state and workload
conditions. Unlike the optimal strategy, which depends on static rules or established
heuristics, the DQN uses reinforcement learning to minimize long-term cumulative energy
consumption. The result indicates that the DQN algorithm achieves a significant reduction
in energy consumption of 25% and 16% compared to the optimal strategy over 10 and
100 tasks, respectively. This indicates that although DON scales well as the number of tasks
increases and maintains superior energy efficiency in most cases, the choice of strategy may
depend on the specific execution layer and the number of tasks.
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Figure 5. The average energy consumption for DQN and optimal strategy in different execution
layers for (a) 10 tasks and (b) 100 tasks.

5.3.2. Latency

Figure 6 illustrates the comparison of average latency between two strategies, DQN,
and the optimal strategy, across three distinct execution layers. A performance comparison
is performed for a scenario with 10 tasks and 100 tasks. Generally, the DQN strategy offers
better latency performance than the optimal strategy for various execution layers. The
improvement is more pronounced at the cloud execution layer, suggesting that DQN may
be particularly effective in environments with higher latency overhead. The main reason
for the better performance is to explore the highly parallelizable leveraging of modern
technology to process multiple states and procedures simultaneously. The optimal strategy
may involve sequential algorithms, which limit its ability to execute in parallel. The results
indicate that the DQN method can give an average improvement of 33% and 30% in latency
compared to the optimal strategy for 10 and 100 tasks, respectively. This shows that DQON
could be a better way to reduce latency through different computations.
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Figure 6. The average latency for DQN and optimal strategy in different execution layers for (a)
10 tasks and (b) 100 tasks.

5.4. Compared Methods

In this study, the proposed optimal strategy and the DQN algorithm are compared
against two reference algorithms: DJA [43] and BAT [1]. Both BAT and DJA utilize pa-
rameters and constraints similar to those of the proposed approach but rely on different
models within the IoT-fog—cloud computing framework. In contrast, the DDPG-based al-
gorithm [30] operates under distinct environmental conditions. Specifically, [43] introduces
a metaheuristic-based task offloading scheme aimed at minimizing delay and maximizing
resource utilization within fog computing environments. The BAT algorithm [1] proposes
an Al-driven framework for workload offloading and resource allocation in fog—cloud
systems that can be enhanced with optical network capabilities. Meanwhile, [30] presents a
computation offloading optimization approach based on deep deterministic policy gradient
(DDPGQ) tailored for UAV-assisted MEC systems.
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Figure 7 compares the latency performance of these five strategies across varying
task volumes ranging from 1 to 100. As expected, the average latency of all methods
increases with the number of tasks due to higher contention for system resources, increased
communication overhead, and queuing delays. The BAT algorithm demonstrates moderate
latency, outperforming DJA but underperforming relative to DQN, DDPG, and the optimal
strategy. This is attributable to BAT’s search-based methodology, which, although effective,
may lack responsiveness to dynamic task variations, resulting in higher latency compared
to the adaptive DQN approach. Conversely, DJA exhibits the highest latency among all
algorithms considered, as its deterministic heuristic approach lacks the flexibility and
adaptability characteristic of Al-driven methods. This limitation leads to suboptimal
latency performance, especially in environments with rapidly changing workloads and
heterogeneous IoT requests.

The DDPG-based method excels in handling continuous state and action spaces,
enabling it to learn fine-grained offloading policies that adapt effectively to dynamic
environmental conditions, which explains its superior latency performance among the
benchmark algorithms.

Nonetheless, the DQN algorithm consistently achieves the lowest latency, establishing
it as the most efficient strategy evaluated. Its robust performance is sustained even as the
number of tasks increases, demonstrating both scalability and adaptability. Quantitatively,
the DQN approach improves latency by over 30%, compared to the optimal strategy
and BAT, and achieves nearly a 40% improvement relative to DJA. Although the optimal
strategy starts with slightly higher latency than DQN, it still outperforms BAT and DJA
throughout the evaluated range.

Latency Comparison for Different strategies
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Figure 7. Latency Comparison across task offloading strategies.

Figure 8 illustrates the energy consumption associated with processing tasks across the
five evaluated techniques, plotted against varying task quantities. The figure demonstrates
a significant increase in energy usage as the number of tasks rises. Among the compared
strategies, the DQN approach achieves the best overall energy efficiency. Notably, the
optimal strategy initially consumes energy levels comparable to or lower than the DQN
algorithm for the first 30 tasks, as it relies on exhaustive search or perfect knowledge
of the system. However, this approach becomes computationally infeasible as the task
volume grows.

In contrast, the BAT algorithm effectively balances computational resource utilization
and energy consumption, resulting in more efficient energy usage than the DJA method,
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which lacks global optimization capabilities. The DDPG-based approach exhibits relatively
high energy consumption, comparable to that of the DJA strategy.

As depicted, the BAT and DJA methods start with higher energy consumption, ap-
proximately 40 joules, compared to the DON approach, while the optimal strategy begins
near 20 joules. Quantitatively, the DON method demonstrates improvements of approxi-
mately 35% and 50% relative to the BAT and DJA algorithms, respectively, underscoring
the superiority of the proposed DQN-based strategy over traditional optimization and
heuristic methods.

Energy Consumption Comparison for Different Strategies
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Figure 8. Energy consumption comparison across tasks offloading strategies.

As illustrated in Figure 9, the cost metrics of the various algorithms fluctuate with
the increasing number of tasks. The DON algorithm consistently outperforms all other
approaches in terms of overall cost. Beyond a certain task threshold, the total cost associated
with the optimal strategy decreases by approximately 30%, compared to the DJA and
BAT algorithms, while the DDPG-based approach demonstrates moderate performance
across varying environmental conditions. Notably, the DQN strategy achieves costs that are
roughly 50% lower than those of both the BAT and DJA methods. This superior performance
is attributed to the DQN’s effective decision-making capabilities, which adeptly leverage
task characteristics and execution locations to address complex scenarios.

Cost Comparison for Different Strategies
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Figure 9. Total cost comparison across tasks offloading strategies.
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In contrast, the DJA algorithm incurs higher costs relative to the other strategies
due to its reliance on static, rule-based decision-making, resulting in suboptimal resource
utilization and limited scalability. Although dynamic in nature, DJA lacks the adaptability
to effectively respond to changes in system state, resource heterogeneity, and multi-objective
constraints, differentiating it from the more flexible approaches examined.

The comparative analysis of five task offloading strategies—BAT, DJA, DQN-based
algorithm, optimal approach, and DDPG-based method—reveals significant performance
differences across three critical metrics: cost, energy consumption, and latency. The mean
and standard deviation of the three metrics accross 100 tasks are given in Table 4. The DQN-
based algorithm consistently outperforms all other methods, demonstrating a balanced
and effective approach. Additionally, it exhibits low variability across all metrics, as
evidenced by a cost standard deviation of less than 0.012, which translates into a narrow
95% confidence interval, thereby statistically confirming the robustness and reliability of its
performance.

Table 4. Mean and standard deviation of the three metrics across 100 tasks.

Strategy Metrics Mean Standard Deviation
Cost 58.7 0.024
BAT Energy consumption 55.0 0.18
Latency 8.7 0.07
Cost 65.2 0.031
DJA Energy consumption 70.3 0.25
Latency 10.2 0.09
Cost 28.0 0.012
DQN-based algorithm Energy consumption 30.2 0.01
Latency 5.1 0.04
Cost 30.5 0.015
Optimal strategy Energy consumption 35.0 0.13
Latency 6.0 0.05
DDPG-based (with dif- Cost 45.3 0.029
ferent environment con- Energy consumption 50.5 0.2
straints) Latency 4.5 0.06

Among the evaluated algorithms, the DQN approach emerges as the clear leader in
energy efficiency. Although the optimal strategy initially performs well, its competitiveness
diminishes as the number of tasks increases. This decline is attributable to the fact that
the optimal strategy serves as a theoretical benchmark derived under idealized assump-
tions with complete and static knowledge of the environment—conditions rarely met in
real-world IoT-fog—cloud networks, especially when incorporating optical networks and
supporting Optical IoT applications. Recent studies, such as [31], have further demon-
strated that offloading performance can be enhanced under realistic and dynamic conditions
by integrating advanced DRL techniques with adaptive decision-making processes. This
underscores the value of DRL-based methods like the proposed DQN algorithm, which can
continuously learn and adapt its decisions online to improve responsiveness and energy
efficiency in IoT, O-IoT, and optical network environments.

The BAT algorithm occupies an intermediate position in terms of energy and la-
tency performance, whereas DJA ranks as the least efficient method. The DQN-based
method’s ability to adapt to real-time fluctuations and practical constraints—through con-
tinuous learning and adjustment based on environmental feedback—enables it to achieve
performance comparable to or exceeding that of the theoretical optimal approach. This
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adaptability makes the DQN particularly suitable for dynamic scenarios characterized by
unpredictable workloads and network variability.

6. Conclusions

This paper has presented a comprehensive and well-structured study on task of-
floading in hybrid IoT-fog—cloud computing networks, including optical networks and
O-IoT, with a particular emphasis on optimizing latency and energy consumption. The
proposed approach leverages the adaptive learning capabilities of deep Q-networks (DQN)
to dynamically optimize task offloading decisions in real time, resulting in substantial
improvements in overall system efficiency. Compared to the BAT and DJA algorithms,
which incorporate heuristic and metaheuristic techniques under similar constraints, the
DON strategy achieves enhancements of approximately 35% and 50% in energy consump-
tion and 30% and 40% in latency, respectively. Notably, DQN is especially well-suited for
problems characterized by discrete and finite action spaces, in contrast to methods such
as DDPG or PPO, which target continuous or hybrid action domains. Within comparable
resource allocation and offloading frameworks, DON offers a favorable balance between
computational complexity and decision-making accuracy.

The results demonstrate that adopting the DQN learning strategy enables effective
latency reduction and concomitant energy savings, which are critical for prolonging the op-
erational lifespan and responsiveness of IoT systems. Consequently, this work contributes
to the expanding body of knowledge on intelligent resource management in IoT, wireless
networks, O-IoT, and cloud computing environments, laying a solid foundation for future
research and practical applications employing machine learning techniques.

Future work should explore the deployment of the DON model in real-world, large-
scale IoT and O-IoT scenarios with increased complexity. Additionally, investigating
complementary machine learning methods and evolving algorithms may further enhance
or augment the proposed approach. Moreover, the use of dynamic multi-objective op-
timization techniques could be investigated to simultaneously optimize latency, energy
consumption, and other relevant metrics. This approach would provide a more flexible
and adaptive framework for addressing the complex trade-offs inherent in real-world
IoT-fog—cloud task offloading scenarios [54,55].
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