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NETWORK SECURITY IN SMART GRIDS
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gokhan.boluk@siemens.com

OZETCE

Akalli  sebekeler, elektrik enerjisinin kesintisiz ve en az
maliyetle kullaniciya arz edilmesini miimkiin kilmakta ve
elektrik enerjisi dagitim sebekelerinin ozellesmesi ile birlikte
enerji  otomasyonu  ¢oziimlerinde  daha  fazla  onem
kazanmaktadir. Enerji  otomasyonu ¢oziimlerinde siber
giivenlik, uzaktan erisilebilir ve kontrol edilebilir sistemlerde
teknolojinin hizla gelismesi ile daha da énemli olmaktadir. Bir
enerji sebekesinin siber giivenliginin saglanmasi i¢in, Siemens
biinyesindeki Spectrum Power ¢oziimlerine entegre olarak
siber giivenlik ¢oziimleri gelistirilmektedir. Bu ¢oziimlerle
temel olarak ag iizerinde kurulan tiim baglanti oturumlari
analiz edilerek her bir oturumun giivenilir olup olmadig
tespit edilebilmekte, ayrica tiim oturumlar loglanabilmekte ve
giivenli olmayan oturumlar sonlandirilabilmektedir. Boylece
enerjinin  kesintisiz ve giivenilir bir sekilde en uctaki
kullanictya ulagmasi saglanabilmektedir.

ABSTRACT

Smart grids enable providing electrical energy to the
consumer uninterruptedly and with the least cost and they
become more of an issue in energy automation solutions along
with the privatization of electricity distribution networks.
Cyber security in energy automation solutions becomes even
more important when the system can be accessed and
controlled remotely with the rapid development of technology.
To ensure cyber security of an energy grid,cyber security
solutions integrated with Siemens Spectrum Power solutions
are developed. With these solutions, basically, all the
established connections on the network are analyzed to check
whether each connection session is reliable or not.
Furthermore, all sessions can be logged and non-secure
sessions can be terminated. Thus, the continuous and reliable
transmission of the energy to the end-user can be ensured.

1. GiRis

Ag glivenligi yazilimlari, internet kullaniminin artmasi ve
dzellikle Supervisory Control And Data Acquisition (SCADA)
sebekelerinin  internete  baglanmasi ile bu  sebekelere
yapilabilecek saldirillar sonucu ihtiyag duyulan en onemli
konulardan biri haline gelmistir. Bununla birlikte kurum ya da
kuruluslarin sahip olduklari ve tiim diinyaya agik tuttuklari
mail, DNS, veritabant gibi sunucularmnin saldirilara maruz
kalabilecekleri ihtimali yine ag giivenligi yazilimlarina ihtiyag
duyulmasina sebep olmaktadir. Kurumlarin sahip olduklar
calisan sayist ve bu calisanlarin kendi kurumlardaki kritik
deger tasiyan yapilara saldirabilme ihtimalleri de i¢ networkiin
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ya da tek tek kritik sunucularin kontrol altinda tutulma
gerekliligini beraberinde getirir.

2. SCADA

SCADA, genel olarak kritik altyapidaki datanin tiretilmesinin,
islenmesinin ve denetlenmesinin izlenmesi gibi islemlerin
bilgisayarlar, sensorler ve haberlesme cihazlari kullanarak
adim adim takibini olusturulan bir sistemdir. Enerji sektoriinde
Elektrik-Su-Dogalgaz  altyapilarinda  veya  bir  iretim
faaliyetinde SCADA isminin duyulmasi artik kagmilmazdir.

Son teknolojik gelismeler esas alindiginda SCADA
sistemlerinde  kullanilan  haberlesme cihazlarinin, isci
maliyetine gore daha wuygun olmasi, bu sistemlerin

kullaniminin teknik olmasinin yani sira ekonomik olmasini da
saglamaktadir. Ornegin, elektrigin
uretilmesinde/dagitilmasinda, sebekenin uzaktanizlenebilmesi,
hizli ve etkin bir bigimde miidahale edilebilmesi, bu sistemleri
tartismasiz daha giivenilir, daha kaliteli ve kesintisiz veya
minimum kesintili duruma getirir. Ustelik, bu sistemdeki
bilgilerin arsivlenebilmesi, istatistiksel olarak incelenmesi
acisindan muazzam kolaylhiklar saglar. Ornek bir SCADA
semas1 Sekil-1 de gosterilmistir.
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Sekil-1: Genel bir Scada goriiniimii

3. AG GUVENLIGI

Ozel esyalarin calinma riskine karsi, bir evin veya isyerinin
giivenligine nasil 6nem veriliyorsa network diinyasindaki 6zel
bilgilerinizin ¢almmma riskine kars1 da bilgisayar agmnin
giivenligine o derece Onem verilmesi gerekir. Agmizi
hirsizhiktan,  gizli  bilgilerinizin  yayilmasindan, internet
diinyasinda ¢ok sik karsilagilan trojan veya viriis gibi
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tehlikelerden korumak igin ag giivenligi teknolojisi kullanmak
bir zorunluluk haline gelmistir. Bu teknolojilerin
kullanilmadig: aglara, yetkisiz sizma, network paketleri ile aga
zarar verme, bant genisligini sisirme, hatta adniza yapilmig
saldirillar  yiiziinden yasal igleme maruz kalma gibi
problemlerle karsilasilabilir.

Ag giivenligi teknolojisinden; bir agin normal trafiginden yola
¢ikarak, iceriden ve disaridan gelebilecek bir saldirt oldugu
taktirde olaganiistii durumu algilayip, bilinen bir saldirt ise
6nlem alabilmesi ve loglama yapabilmesi veya yeni bir saldirt
tipi ise loglayarak anormal durumu kullaniciya bildirmesi
beklenmektedir. Bir ag trafiginin saldirt olup olmadigina karar
verilmesi i¢in saldirt tespit sistemleri, (Intrusion detection
system IDS), eger bir saldiri tespit edilmigse bu saldiridan
korunmasi i¢in ise saldir1 koruma sistemleri (Intrusion
prevention system IPS + FIREWALL) gerekmektedir.

Akilli sebeke uygulamalarinda; kullanilacak olan sistemler ve
¢oziimler, bazi diinya standartlarmi da kapsamalidir. Bu
sebeple bu yazilimlar gerceklestirilirken miisteri isterleri goz
oniine alindig1 gibi bu standartlarin kisitlar1 da g6z 6niine
alinmustir.[1][2]

3.1. Giivenlik Duvari (Firewall)

Sunucunun bagli oldugu lokal network ile internete agilan dis
network arasinda gelen giden trafigin gegisinden sorumlu olan
yazilim veya cihazlardir. Bir networke giivenlik duvar
kuruldugunda kurallar tablosu ile trafik tizerinde etkin rol
oynanabilir. Giivenlik duvarinin  arkasindaki  networke
kimlerin  girip giremeyecegi, girenlerin neler yapabilip
yapamayacag1 giivenlik duvari sayesinde kontrol edilir[3].
Ayrica lokal agdan disartya baglanmak isteyen bir IP adresini
maskeleyerek (Ag adresi doniistiirme) dis agda lokal aga ait
topoloji yapisini ve lokal IP adres bilgilerini saklamis olur.
Gelismis bir giivenlik duvari, olup biteni kaydedebilme ve
gerektigi durumlarda alarm iiretebilme yetenegine sahiptir.

Sekil-2: Giivenlik duvari

Giivenlik duvarlari, gelen giden paketlerin igerigi ile
ilgilenmezler. Dolayisiyla bu tarz bir agig1 kapatmak isteyenler
icin bagka giivenlik sistemleri ile entegre ¢alisabilmektedirler.
Ornegin; bir bilgisayara biiyiik boyutlu ICMP (Internet
Control Message Protocol) paketleri ¢ok sik gonderilirse
firewall bu paketlerin gegisine izin verir. Ancak bu paketlerin
giivenlik duvarlar1 ile entegre c¢alisan bagka bir sisteme
yonlendirildigi taktirde bunun bir saldir1 oldugu tespit edilir ve
giivenlik duvarina bu paketin gecisine izin vermemesi
konusunda bilgi gonderilir.

Sonu¢ olarak givenlik duvarlari, ag icin olmazsa
olmazlardandir, fakat tek bagina tam bir giivenlik i¢in yeterli
degildir.
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3.2. Saldir Tespit Sistemleri (IDS)

Saldiri tespit sistemleri, sunucu tabanli ve ag tabanli olarak iki
farkli yontemde uygulanabilir.

3.2.1. Ag tabanli IDS

Ag tabanli IDS, bir aga ait tiim trafigi algilayarak, bu ag
tizerinden gegen her bir data paketini analiz eder. Bu paketin
giivenli olup olmadigma karar vererek ag giivenlik uzmanini
bilgilendirir. Ayrica arsiv kayitlar1 ve raporlar olusturur. IDS
bir data paketinin saldir1 amagli olup olmadigini, kendi saldir
veritabaninda bulunan saldir tiirleriyle karsilastirarak anlar.[4]

3.2.2. Sunucu tabanli IDS

Ag tabanli IDS in yaptig1 tim islemleri, iizerinde kurulu
oldugu tek bir sunucu igin yapar. flgilendigi paketler, sadece o
sunucuya gelen paketlerdir.

Sekil-3’te,ag tabanli IDS’e bir drnek gosterilmektedir. IDS,
sunucu-switch arasina konumlandirildig taktirde sunucu tabali
bir koruma y6ntemi olacaktir.

Sunucu

Sekil-3: Saldir1 tespit sistemleri (IDS)

3.3. Saldir1 Koruma Sistemleri (IPS)

Sadece giivenlik duvari ile bir sisteme yapilan saldirilari tespit
etmek veya engellemek miimkiin degildir. Ciinkii giivenlik
duvari, tzerinden gecen paketleri incelemez. Sadece
tablosundaki  kurallar  yardimiyla bir paketin gegip
gegmeyecegi ile ilgilenir. Iste bu noktada kendisine gelen
paketi inceleyebilecek, gerektigi zaman onceki paketler ile bu
paketi kiyaslayabilecek, stipheli bir durum varsa gegisine izin
vermeyerek  sistemi  koruyacak ikinci bir  giivenlik
uygulamasina ihtiya¢ duyulacaktir Network diinyasinda bu
isleri yapan uygulamalara Saldir1 Koruma Sistemleri (IPS)
denilmektedir.
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4. AKILLI SEBEKELERDE AG GUVENLIGI
UYGULAMALARI

Yukarida saldirt  tespit ve koruma sistemlerinin temel
ozelliklerinden bahsedilmistir. Bir giivenlik  y6neticisi,
sorumlu oldugu agi korumak igin bu temel ozellikleri
kapsayan farkli yontemler kullanabilir. Siemens olarak
gelistirmekte oldugumuz iki farkli uygulama bu temel
ozellikleri kapsamaktadir. Alt béliimlerde bu uygulama
deneyimlerinden bahsedilecektir.

4.1. NetSniffer

Ag giivenligi uygulamalarinda, asil amag paketlerin 5-TUPLE
(kaynak ip-kaynak port- hedef ip-hedef port- protokol) [5]
yontemi ile oturum biitiinliigi saglamak ve bu yontem
tizerinden her oturuma ait ag paketlerini bir biittinliik
icerisinde analiz ederek bir anormallik tespit edildiginde
gerekli onlemleri almaktir. NetSniffer uygulamas ile;

e Her bir oturuma ait ip-port, protokol, gelen giden
paket sayisi gibi bilgiler kullaniciya sunulur.

e  Kurulan her oturum 6nceden tanimlanmis kurallar
baz alarak “bilinen” ve “bilinmeyen” olarak
siiflandirilir.

e Daha 6nceden belirlenen kurallar gz 6niine alinarak
incelenen oturumun bir saldirt oldugu anlasildiginda
o oturuma ait paketler engellenir.

e Kullanicilar arayiiz iizerinden engellenen oturumlari
gortintiileyebilir, meveut engelleri kaldirabilirler.

e Agda bulunan bir bilgisayarin portlarini kontrol
ederek agik port  bilgisi kullanici arayiiziinde
gosterilir.

e Incelenen oturumlara ait bilgiler HTML veya PDF
formatinda kaydedilebilir.
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Sekil-5: NetSniffer

NetSniffer bu 6zellikleri sunarken, ICMP, TCP, UDP
protokollerini inceleyerek; DDOS, PINGFLOOD,
PINGOFDEATH ve ARPSPOOFING saldirilarint 6nceden
belirlenen kurallar c¢ercevesinde yakalar ve bu saldirt
kaynagin1  engelleyerek ~ sistemi  koruma altma  alir.
PORTSCAN adi verilen port taramalarina maruz kalindiginda
ayni sekilde tepki verir. Sekil 5’te proje cergevesinde
tanimlanan  uygulama, bir IPS’in sahip olmasi gereken
ozellikleri kapsamaktadir.
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4.2. Cyber Security Manager

Siemens’in akilli sebekeler ag giivenligi y6netimi igin
gelistirdigi Cyber Security Manager (CSM)[6], ag
yoneticisinin ag giivenligi ile ilgili daha ¢ok bilgi sahibi
olmasini saglar. Yonetici, kullanici dostu bir arayiiz ile tiim
giivenlik altyapisin1 yonetebilir. Sekil 6’da CSM’nin genel
yapist gosterilmistir. Bu uygulama ile;

e Ag iizerinde bulunan tiim ag cihazlarina ait loglar
tek bir merkezde toplanir.

e Loglar analiz edilip ag iizerinde gergeklesen tim
haberlesme kullanici arayiizii ile ag yoneticisine
sunulur.

e Analiz sonucunda herhangi bir anormallik
farkedildiginde alarm tiretilerek acil 6nlem almasi
i¢in ilgili kisi uyarilir.

e Agiizerindeki tiim cihazlarin; islemci, disk
kullanimi gibi Simple Network Management
Protocol (SNMP) bilgileri kullanictya sunulur.

e Agiizerindeki kurulmusg olan baglantilar, “bilinen”
veya “bilinmeyen” seklinde siniflandirilir.

e VPN, SSL gibi giivenli baglantilarda kullanilan
dijital sertifikalara ait bazi bilgiler kullaniciya
sunulur. Ornegin, gegerlilik siiresi, sertifika sahibi,
onaylama kurumu gibi.

e TCP protokoliiniin analizi yapabildigi gibi UDP,
ICMP gibi protokollerin analizi de yapilabilir.

e  Birag iizerinde bulunmasi gereken her bilegen
(firewall, router, switch, bilgisayarlar, yazici)
kullanilarak TCP/IP, SSL ve SSH baglantisi simiile
edebilen bir simulator ortami sunabilmektedir.

Bu uygulama bir IDS olarak siniflandirilabilir.
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Sekil-6: Cyber Security Manager
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OZET (SUMMARY)

Acronym for Supervisory Control and Data Acquisition,
SCADA is a computer system for gathering and analyzing real
time data. SCADA systems are used to monitor and control a
plant or equipment in industries such as telecommunications,
water and waste control, energy, oil and gas refining and
transportation

Using network security systems is mandatory in order to keep
network system safe from any attack, virus, trojan or stealing
special data from SCADA systems.

Firewall has responsibility only for allowing or blocking
network packets between local network and out-world
network. It has a table which consists of rules. Thanks to these
rules, the firewall can terminate a connection by blocking
network packets that belong to the same session or give
permission by passing network packets. Meanwhile, these
rules can be managed by a a network security software or
device such as IDS.

All network packets that pass through IDS are examined. If a
suspecious packet is found, it generates an alarm and save that
packet. Also IDS runs with Firewall in order to block
connections. Thus, it can be said that the network system is
more secure. There is another security mechanism which is
called IPS. IPS can do both detecting and preventing. All
network packets that pass through IPS are examined and in
case of an attack, all packets which belong to a suspecious
connection are blocked. Thus, it can be said that the network
system is more secure.

NETSNIFFER

NETSNIFFER is running on computers which have Siemens
Spectrum Power components. It behaves as an IDS and
generates rules for firewall in order to manage network
packets. It can identify the sessions to which each network
packet belongs, thanks to 5-tuple (source ip-source port-
destination ip-destination port- protocol). It can extract some
details belonging to the connection, Such as sender ip- port,
receiver ip-port, sending-received packet count and protocol.
It can also cut a connection once any suspicious situation is
detected. It allows the user to remove blocks, because it is
known that it would block again in case of that the attack
continuous. By using NETSNIFFER, it is so easy to find out
whether own ports or any computer’s ports are open or not.
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Ultimately, it generates a log files which format is either pdf or
html.

CSM

All devices or programs on the network have logging
mechanism. These logs are collected in one center, then
analyzed and reported via a very useful user-interface. This
process is provided by CSM which is the abbreviation of
Cyber Security Manager. CSM can also generate an alarm by
sending an e-mail in case of a suspicious situation. Also CSM
provides information from the SNMP agent such as CPU
usage, disk space. By using the rules which were defined
before, CSM can classify all connections as “secure” or
“unsecure”. In addition, it can extract some details (issued
name, subject name, validation ...) that belongs to the digital
certificate which is used in an encrypted connection like SSL,
VPN. CSM is also able to analyse UDP, ICMP messages.
Ultimately, CSM has an advanced simulator which has all
network elements like router, switch, printer,firewall. It
provides services in order to simulate SSL, SSH or TCP
connections.

6. TESEKKUR:

Bu bildirinin olusturulmasi ve NetSniffer projesinin tasarim ve
gerceklenmesi asamasinda destek olan degerli meslektasim
Seydi Mihmanli’ya tesekkiirlerimi iletirim.
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ABSTRACT

Increasing  transmission voltages in high-voltage direct
current (HVDC), and incipient introduction of dc grids
creates the need for traceable calibrations of dc line voltage
at levels above a few hundreds of kilovolts. Although control
and protection requires accurate measurement, even more
important  requirements are needed to ensure correct
metering.

This paper describes the design and includes uncertainty
estimate related to some performance ftest results of a
wideband HVDC reference divider module. The nominal
voltage of module is 200 kV, and the module has been
designed so that a number of modules can be stacked to
extend voltages up to 1000 kV. The module, or a stack of
modules, will be used for traceable calibration of HVDC
measuring systems in customers’ laboratories. The first
priority in the design was the accuracy of HVDC
measurements. In addition, the divider was designed to have
wide bandwidth, both to enable measurement of ripple
voltages and to prevent damage during possible flashovers.

OZETCE

Yiiksek gerilim dogru akim (HVDC) iletim sistemlerinin
kullamminin yayginlagmasi ve dc sebekelerinin kullanilmaya
baslanmis olmasi, dc enerji iletim hatlarimin gerilim seviyeleri
birkag yiiz kilovolt iizerindeki diizeylerde izlenebilir sekilde
kalibrasyon gereksinimini ortaya ¢ikarmaktadir. Kontrol ve
koruma i¢in hassas 6lgiimler yapmak gerekli olmakla birlikte,
dogru dlgiimler  yapilmasinmi  saglamak i¢in  de ¢esitli
gerekliliklere ihtiyag duyulmaktadir.

Bu makalede genis bant bir HVDC referans béliicii
modiiliiniin tasarimi anlatilmakta ve bazi performans testi
sonuglariyla ilgili belirsizlik kestirimine yer verilmektedir.
Modiiliin nominal gerilimi 200 kV dur ve benzer modiillerin
seri olarak baglanmasi durumunda gerilimi 1000 kV degerine
kadar yiikseltilebilen bir gerilim bdliiciisiine doniigebilecek
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sekilde tasarlanmistir. Bu modiil veya bir modiil serisi, HVDC
ol¢me sistemlerinin izlenebilirligini kullanicilarin tesislerinde
veya laboratuvarlarimda gerceklestirilen kalibrasyonlarla
saglanmaktadir.  Tasarimdaki  birinci  oncelik  HVDC
olgiimlerinin - hassashg  olmugstur. Ayrica, hem dalgal
gerilimlerin  dlgiilebilmesine  olanak —tammakta hem de
muhtemel kisa devre olaylart sirasinda olusabilecek cihaz
hasarlarina karsi koruma saglayacak sekilde tasarlanmigtir.

1. INTRODUCTION

The main application for this reference divider [1, 6] is the
calibration of HVDC dividers up to the highest transmission
voltages in use world-wide. For accuracy class 0.2 %, the
reference system should have an uncertainty less than 0.02 %.
A secondary aim is to create a basis for future determination of
loss in converter stations by direct measurement of ac and dc
power [2], which necessitates a performance of at least
0.01 %.

HVDC dividers used in precise applications are traditionally
based on a resistive design [3-4], whereas high voltage ac
(HVAC) dividers used at 50 Hz and above typically rely on a
capacitive or a transformer design. Owing to high resistance
inherent in the dc dividers, going from dc to even very low
frequency (VLF) ac will usually lead to problems related to
stray capacitances.

2. DESIGN

The accuracy requirement for dc was set to target of 0.01 % at
the nominal voltage. These goals required a design with very
good dc performance that is ensured by use of very stable
high-voltage resistors run with low current to minimize
heating effects. The nominal current through the divider is
100 pA at full voltage in a 200 kV module.

To ensure good bandwidth, a concentric, parallel divider chain
was used featuring capacitors as the main ratio elements.
Bleeder resistors were added to capacitors to ensure that the dc
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ratio stays the same on both divider chains. The two divider
chains were carefully separated to ensure that the performance
of the dc divider was not compromised.

All high voltage components are placed in a fiberglass tube
with an inner diameter of 400 mm. The tube is filled with
pressurized (about 150 kPa) SFg gas for good insulation. The
sealed structure will ensure that the internal insulation surfaces
remain clean, and the pressure is low enough to provide
increased dielectric strength without ruling out the possibility
for air transport.

Additionally, this divider can be used for calibration or
characterization of ripple measurement capabilities besides
calibration of direct voltage measuring systems.

0.5G0 9nF 0560 0.8 pF

0560 9nF 0560 0.8 pF

0560 9nF 0560 0.8 pF

0560 9nF 0560 0.8 pF +  Ref.
- DMM

100 kQ 50 uF 100 kQ 4nF +  Shield
~ DMM

Figure 1. Simplified circuit diagram of the 200 kV divider

3. MAIN CIRCUIT

The system consists of two parallel dividers as shown in
Figure 1. A capacitive shield divider surrounds the resistive
reference divider. The fast capacitive divider, made of dry
polypropylene capacitors, has parallel bleeding resistors to
ensure good dc behavior. The bandwidth of the shield divider
extends to tens of kilohertz. Care has been taken to minimize
the inductance of the high capacitance low voltage part of the
shield divider to ensure that the self-resonance frequency is
substantially higher than required by the application. The
shield divider is composed of three parallel branches, which
surround the reference divider.

The response of the divider will closely follow the wide-band
response of the shield divider. The output of the shield divider,
which is adjusted to closely match with reference divider
output, is used for cancellation of the effect of the cable
capacitance on the reference signal branch. The voltage
difference between the centre conductor and the inner shield
of the cable is very close to zero, which effectively cancels the
respective capacitance. Only the stray capacitance parallel
with the reference high voltage resistors needs to be
compensated in the low voltage part.

The resistive current at nominal voltage is 100 pA for both
shield and reference dividers, which leads to total power
dissipation of 40 W for one 200 kV module.
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4. HIGH VOLTAGE PART

The outer diameter of the module is 480 mm, it is 1500 mm
high, and it weighs about 150 kg. The module and its internal
structure are shown in Figure 2.

The components are enclosed in an SFj filled fibreglass tube.
The top endplate houses a gas valve, pressure gauge and a
feed-through for the reference divider signal. The bottom plate
has a mating feed-through, so that the modules can be directly
stacked and mounted on top of each other.

Figure 2. The appearance of 200 kV module

A 200 kV module consists of four 50 kV submodules. Each
submodule has 51 selected 10 MQ precision film resistors
with an average temperature coefficient (TC) of
(+1.1 £0.2) pQ/Q/K., and a voltage coefficient (VC) of
(—10 £ 4) pQ/Q/kV [5]. The low TC will reduce the effect of
self heating and the known VC can be compensated
numerically.

The submodule structure is shown in Figure Hata! Bagvuru
kaynag bulunamadi.. The resistors (1) are mounted on a
ceramic glass (Macor) support (2). Macor was selected
because of its high dielectric constant (g,~6) and low
dielectric absorption properties; it will provide a good quality
parallel capacitor for the reference resistor chain. The resistor
support is insulated from the shield divider electrodes (4) by
silicon o-rings. Each submodule has three dry polypropylene
capacitor modules (3) around the reference resistor chain.
These capacitors will provide both field grading for the divider
and mechanical rigidity for the internal structure of the
module.
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5. LOW VOLTAGE PART

The fixed 100 kQ resistor in the low voltage part of the
reference branch is a metal foil high precision resistor with TC
of (0.1 +£0.5) nQ/Q/K.

The three other components in the low voltage arm (see
Figure 1) have to be adjusted to their correct values for
optimal ac performance. The low voltage part adjustments are
performed in binary steps using latching relays.

Figure 3. The 50 kV submodule.

The capacitance of the low voltage part of the shield divider is
adjustable from 43 to 52 pF. Its design was critical for
ensuring a wide bandwidth. Special care was taken to
minimize the inductance of the 50 pF low voltage part to
ensure that the self-resonant frequency is high enough. Figure
4 shows the shield divider’s low voltage part during the
assembly process. This capacitor bank, made of dry
polypropylene capacitors, lies between two PCBs of 420 mm x
420 mm. The estimated inductance of this capacitor bank is
approximately 4 nH. These values lead to a resonant frequency
of about 350 kHz.

The resistive part of the shield divider low voltage side is
adjustable from 93 to 102 kQ to enable balancing for the same
ratio as the precision divider. It lies on a separate PCB beside
the capacitor bank.

A third board was made to house both the fixed reference
resistor (100 kQ) and the capacitor bank for compensating the
stray capacitance parallel with the high voltage part resistors.
This NPO type capacitor bank is adjustable from 3.3 to 5.5 nF.

6. MEASUREMENTS AND UNCERTAINTY

The reference divider has been characterized with different
methods: linearity effect, temperature dependence, self-
heating, voltage dependence, frequency response, step
response. As a result of performance tests mentioned above,
uncertainty analysis has been done.

Table 1 shows estimates for different contributions to the
overall uncertainty, if the divider module is used for
measurement of 200 kV dc voltage. This budget assumes that
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the divider will be calibrated by supplying 1 kV from a dc
calibrator on the divider output and measuring the respective
output voltage. The temperature is assumed to be (21 + 3) °C.
Several of the estimates are intended to be conservative, e.g.
the leakage current related non-linearity estimated to be
5 wV/V, whereas indications so far indicate that this effect is
negligible. As the first manufactured divider module was
disassembled for modification soon after the characterization
measurements in autumn 2013, no contribution for long term
stability can be added onto this uncertainty budget.

Figure A Low voltage part of the divider

Table 1. Uncertainty budget for 200 kV measurements

Contributions Uncertainty
in pv/vV

Statistical spread 1
Determination of scale factor 10
Uncertainty of voltage coefficient correction 4
Uncertainty for (2143)°C temperature range 5
Non-linearity due to leakage currents 5
Self-heating effect 2
Uncertainty of multimeter reading 2
Overall uncertainty 13

7. CONCLUSION

It is presented the design of a divider module for high
accuracy dc measurements. The film resistors selected for the
design have a TC of (+1.1+0.2) pQ/Q/K and a voltage
coefficient of (=10 +4) uQ/Q/kV. The estimated overall
uncertainty for the measurement of stable 200 kV dc voltage
using the divider module is about 13 uV/V (k=2).

Some simulations suggest that with careful design the
bandwidth of the planned 1000 kV divider can be in the range
of tens of kilohertz, while maintaining precision of dc voltage
measurement below than 100 uV/V. The capacitive proximity
effects on the divider limit its usability for most demanding ac
calibrations. Nine modules for five European National
Metrology Institutes have been built in spring 2013, and
results of their characterization measurements reaching up to
1000 kV level, will be published later.
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